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Side Channel Analysis

SCA

ke Attacks based on information leakage (timing, power consumption,
electromagnetic emission, etc.)

k£ Recover the secret key potentially within a few minutes (1 — several million
traces)
Ciphertext
m Plaintext —|
— Traces
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SCA on ARM processors

Popular target (good leakage/widely deployed). Interesting attacks are:
k£ Timing
» Unbalanced branches (RSA [Koc96; BB05], DSA[Koc96], EIGamal [Koc96],
etc.)/ branch prediction (Spectre [Koc+18])
» Cache attack (data [Pag02; Ber05; TOS10]/instruction [Aci07])
» Early-Terminating Multiplications [Gro+09]
k& Power consumption/electromagnetic emission
» ARM Cortex-A8: DPA on 1GHz bit-sliced AES [Bal+15]
» ARM7TDMI: EMA on 40 MHz AES/ECC [GHTO05], SPA on 832MHz
AES/ECC [Nak+14]
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Security Evaluation for power analysis

Countermeasures for power/EM analysis: tricky, prone to mistakes

Tools for Early Detection of Power Leakage
Require power simulators that may be at the level of ...
k£ Gate-level netlist: way too complex
k£ High level source code: the compiler may rearrange code
k£ Binary code/Assembly level/post compilation
» HW/HD model: sufficient?

» User defined model: leave the nasty part to users
» Profiling model: Meet ELMO!
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Meet ELMO

ELMO: Emulator for power Leakages for the MO
k£ Target: ARM Cortex MO
k£ Thumbulator + profiling power model (carefully derived from a real MO core)
k Input: Binary Code
ke Leakage detection with Fix v.s. Random test
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Meet ELMO

Leakage detection: ELMO v.s. Real Traces
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ELMO captures the leaks as they occur also in the real traces. ~ bristol.ac.u
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Reasoning the detected leakage
Cycle Address | Machine | Assembly Code
No. Code
1-2 0x08000206 | 0x684C |1dr r4,[r1,#0x4]
3 0x08000208 | 0x41EC |ror r4,r5
4-5 0x0800020A | 0x604C | str r4,[r1,#0x4]
6-7 0x0800020C | 0x688C |1dr r4,[r1,#0x8]
8 0x0800020E 0x41F4 |ror r4,r6
9-10 0x08000210| 0x608C |str r4,[rl,#0x8]
11-12 | 0x08000212 | 0x68CC |ldr r4,[r1,#0xC
13 0x08000214 | 0x41FC |ror r4,r7
14-15 | 0x08000216 | 0x60CC |str r4,[rl,#0xC]

Figure: Thumb assembly implementation of masked ShiftRows
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Beyond ELMO...

Big unresolved question: are the profiles that were derived from an STM32F0,
suitable for other Cortex MO cores?

k& Manufacturer-specific features?
k£ Board effects?

k£ Same power model?
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Power Model in LPC1114

SCALE: A customized side channel evaluation board for Cortex MO
k& Target core: NXP LPC1114FN28
k£ 100 Ohm resistor on the VCC end
k& On board amplifier/low pass filter
k¢ Internal/external clock signal

k£ USB/external power supply
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Power Model in LPC1114

Setup Comparison: STM32F0 v.s. NXP LPC1114
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Power Model in LPC1114

Model building
k£ Same 23 thumb instructions as ELMO
ke Testing mov-instr-mov (3-pipeline) 5000 times, with random operands
k£ Considering the operands as well as bus transition

k& F-test determine whether a regression term is significant enough
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Power Model in LPC1114

Regression Results

adds adds ands cmp cmp eors ldr
#imm #imm
R? 0423 0353 0.276  0.221  0.260  0.260  0.420
Operand 1 | 21.33  18.58 427 1356 14.42 2.96 1.54

£ Operand 2 | 5430 I 3795 983 N 2244 10426
% Transition 1 | 3.26 1.85 160 211 344 1.89
% ‘Transition 2 | 32.78 6L14 12.88 1670 35.07 2475
b Overall 27.92 2073 1449 1078 1336 13.38 27.54
Idrb ldrh Isls Isrs  movs movs muls
#imm
R? 0.422  0.345 0.240 0.284 0.335 0.196 0.628
o Operand 1 3591 4327 1.63 17.94 4443
% Operand 2 | 106.95 7.73 1324 20.85 - 206.55
% Transition 1 2,51 2.04
% Transition 2 169 5069 17.89 1.85
i Overall 27.81  20.07 12.03 15.07 19.19  9.29 64.25
orrs  rors str strb stth  subs subs
#imm
R 0.416 0385 0.158 0493  0.230 0.331 0.207
- Operand 1 | 12.63 51.09 7.31 9.84
E Operand 2 | 61.03 37.10 7.38 4.41 1.72 4157
% Transition 1 | 3.75  2.24 1.94 3.28
.. Davsition 2.1.29.51....2.89.....3.12 08...) 218L...20.81.
& Overall 2713 2379 712 36.95 1137 18.83  9.96

Table 1: F-tests for significant joint data effects in the power consumption of
the MO; tests which fail to reject at the 5% level are shaded grey
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Power Model in LPC1114

Clustering power models for 23 instructions

STM32F0 LPC1114
k& consistent with intuition k& most results consistent with
¥ ALU/Shift/Load/Store/Multiply intuition

k£ Shifts (LSL,LSR,LSLimm, etc.)
have a separate cluster

bristol.ac.uk



l’é University of Modelling MO leakage generically

BRISTOL Sep.17-19 2018

Power Model in LPC1114

Bit-wise Comparison: most instructions are similar

MUL

mul

o o0

N

= -
N

0
0 8 16 24
Bit
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Power Model in LPC1114

Conslusion
k& Power model of LPC1114 is quite similar to STM32F0
k& Security evaluation with ELMO is still reasonable
k& Structural difference: Op1&0Op2 in MUL

k¢ Other individual features...
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Timming Issues...

During the model building process, we constantly find that the leakage point
varies among 23 instructions...

0 100 200 300 400 500 600 700 800 900 1000

Figure: Leakage for ands
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Code layout & operating time

Same codes with different address alignment, learn the cycle count through

SysTick:
5C 7C
1be: strri, [rO, #0] | 1c4: strr1, [r0, #0]
1¢0: b.n Ox1c8 1¢6: b.n Ox1ce
1c2: nop 1c8: nop
1c4: nop 1ca: nop
1c6: nop 1cc: nop
1¢8: strr2, [r0, #0] | 1ce: strr2, [r0, #0]
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Reasoning: instruction pre-fetch

k£ Code stored in Flash
k& Instruction-buffer:”...the Cortex-MO has a smaller instruction buffer...”

k£ Ox1cc seems to be where the CPU finds the next fetching instruction is not
in the 16B buffer

k£ Run from RAM: always constant time!
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Consequence: branches

k£ Code layout affects the operation time
k& Branches differ from not only their functionalities, but their layout

k£ Quite hard to patch; depends on the compiler
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Consequence: Traceable implementation

Instruction pre-fetch leaves a peak on power trace:
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Consequence: Traceable implementation

Instruction pre-fetch leaves a peak on power trace:
k& Similar to trace-driven cache attack
k& Acquisition with low resolution
k£ Leaves a road map of the CPU execution

k& Useful tool for other attacks?
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Future Work

ke Power model for other series: Cortex M0+/M3
k£ Model quality: is hamming weight good enough?

k& Board effect: will them affect security evaluation?
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