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TO-DO

Create a STM32CubelDE project for GPIO toggle with Project Name : FAE_name
OR
Open below project
Repository\STM32Cube FW_U5 V1.2.0\Projects\NUCLEO-U575ZI-O\Examples\GPIO\GPIO EXTI

* Add the GPIOC->0ODR and IDR register in the favorite list

* Give the list name as “CompanyName_ FaeName”
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life.augmented


file:///C:/Users/solankik/STM32Cube/Repository/STM32Cube_FW_U5_V1.2.0/Projects/NUCLEO-U575ZI-Q/Examples/GPIO/GPIO_EXTI

SFR-view — 3 use cases

Favorite lists
* Focus on a subset of peripherals and

[€] main.c [€] stm32fdxx_itc

et ompare ('stm vg_mx_test/SFR_export L X 1l Registers & Live Expressions EH X
1676545241 gfc (‘stm 327407 /SFR. /1676345241 = 1 Regi &7 Live B i B SFRs =0

(=]
IEEEE TS Y1 RD | s R0 %2 | 3 [C
All registers | LEDs

2 Text Compare

stm32f407vg_mx_test/SFR_export/1676345241. bt
154 STM32F487/GPTOD/AFRL : @x@

stm32f407vg_mx_test/SFR_export/1676545273 tet
154 STM32F4@87/GPIOD/AFRL : @%@ A | type filter text
155 STM32F487/GPIOD/AFRL/AFRL7 :@x8

5 STM32F487/GPIOD/AFRL/AFRLT 1 @x@

56 STM32F467/GPTOD/AFRL/AFRLE :@x@ 156 STM32F407/GPTOD/AFRL/AFRLG : @x8 Register Address Value B
7 STM32F407/GPIOD/AFRL/AFRL 157 STM32F487/GPTOD/AFRL/AFRLS :@x8 ~ € STM32FA07 I
5 STM32F407/GPIOD/AFRL/AFRL 155 STM32F407/GPTOD/AFRL/AFRLA: @x8 v 44 GPIOD re g I S e rS !
159 STM32F407/GPIOD/AFRL/AFRL 159 STM32F407/GPTOD/AFRL/AFRL3 1 @x9
STM32F467/GPIOD/AFRL/AFRL 160 STM32F407/GPTOD/AFRL/AFRL2: 8x9 V@IEODR 0x40020¢14 0x2000
STM32F467/GPIOD/AFRL/AFRL 161 STM32F407/GPTOD/AFRL/AFRLL: @x9 ? ODR15 [15:1] 0x0
STM32F4@7/GPIOD/AFRL/AFRLE: x8 162 STM32F487/GPIOD/AFRL/AFRLO: 8x8 4 ODR14 [14:1] 0x0
STM32F487/GPIOD/AFRH: 8x8 163 STM32F487/GPIOD/AFRH: 8x@ 11 ODR13 [13:1] 0x1
STM32F4@7/GPIOD/ AFRH/AFRHLS : 8% 164 STM32F407/GPIOD/AFRH/AFRH1S: 8x@ s QpR12 [12:1] 0x0
STM32F4@7/GPIOD/ AFRH/AFRHL4 : 0% 165 STM32F407/GPIOD/AFRH/AFRH14: 8x@ B TIME
STM32F467/GPIOD/ AFRH/AFRH13:8x8 166 STM32F407/GPIOD/AFRH/AFRH13: @x@ oot
STM32F467/GPTOD/ AFRH/AFRHI2: Bx8 167 STM32F487/GPIOD/ AFRH/ AFRH12: Bx@ ~ il CRI 0x40001000  Ox1
STM32F487/GPIOD,/ AFRH/AFRH11 : 8x@ 168 STM32F407/GPIOD,/AFRH/AFRH11 : 8x8 - M CEN [0:1] 0x1
STM32F487/GPI0D/AFRH/AFRH18 : 8x8 169 STM32F487/GPIOD/AFRH/AFRH18: 8x8 = w30 SR x40001010 1
178 STM32F487/GPIOD/ AFRH/AFRH 178 STM32F4@7/GPIOD/AFRH/AFRHS : @x@ = o E 10:1] Ox1
1 5TM32F467/GPIOD/AFRH/AFRHS : 8x8 171 STM32F487/GPTOD/AFRH/AFRHS : @x8 .
|172 STM32F407/TIMG/CR1: @x1 |- 172 STM32F407/TIM6/CR1: 0x8 = M HiICNT {00102 gt 0
STM32F407/TING/CR1/ARPE:8x@ 173 STM32F487/TIM6/CR1/ARPE: @x@ 1 CNT [0:16] Oxd2 [ J IVe u a e
STM32F467/TING/CRL/OPM: x@ 174 STM32F487/TIMG/CRL/OPH : @xB ~ ifil ARR 0x4000102c  Ox3eT
75 STM32F407/TIMG/CRL/URS : @x@ 175 STM32F487/TIMG/CRL/URS :@xB 1 ARR [0:16] Ox3e7

STM32F4@7/TIMG/CR1/UDIS : @x@

STM32F407/TIM6/CR1/CEN: @x1

5 5TM32F407/TING/CR2: @x@
STM32F4@7/TIMG/CR2/MMS 1 8x@

2 STM32F487/TIM6/DIER: Bx1

1 STM32F4@7/TIM6/DIER/UDE : 0x@

o

TM32F487/TIM6/CR1/UDIS: @x@

TM32F407/TIM6/CR1/CEN: @x8

STM32F4@7/TIME/CR2:1@x@
TM32F487/TIM6/CR2/MMS 1 0x0

182 STM32F4087/TIM6/DIER: 8x8

181 STM32F4@7/TIM6/DIER/UDE: @x8

2 STM32F487/TIM6/DIER/ULE: @x1
183 STM32F487/TIM6/SR:@x1
4 STM32F467/TIM6/SR/UIF : @x1

i

82 STM32F4@7/TIMG/DIER/ULE: 8x@
183 STM32F407/TIM6/SR:@x8
184 STM32F407/TIM6/SR/ULF :8x8

MSB [0 101 10 101 i o

5 STM32F487/TIM6/EGR: null 185 STM32F487/TIM6/EGR: null Bit field: CEN
6 STM32F487/TIM6/EGR/UG: null 186 STM32F487/TIM6/EGR/UG:null LSB: 0
7 STM32F487/TIM6/CNT : @x33d 187 STM32F487/TIM6/CNT : @x8 MSB: 1
186 STM32F4@7/TIM6/CNT/CNT : @x33d 185 STM32F407/TIM6/CNT/CNT : x@ Size: 1
159 STM32F487/TIMG/PSC: Ox28cf 189 STM32F407/TIM6/PSC:0xB Reset value: 00
19 STM32F487/ TIMG/PSC/PSC: @xB

@ STM32F487/TIM6/PSC/PSC: @x2@ct
91 STM32F487/TIM6/ARR: Bx3e7
2 STM32F487/TIM6/ARR/ARR: @x3e7

191 STM32F487/TIM6/ARR : @x8
192 STM32F407/TIM6/ARR/ARR : @38

193

coono o

Access permission: RW
Read action:

Description:
Counter enable

* Live channel provides ~5Hz live update

Log export

» Troubleshoot your peripheral configuration by
comparing log-files

Avalilable in STM32CubelDE 1.11.x or
later
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Favorite list(s) I

1. Right-click on a node and click Add as favorite...
* Peripheral
* Register
* Single bit.

8 SFRs X
All registers | LEDs FUOTA

Low-Power

2. Select a List name or type
i — In the name of a new List

type filter text

. .
= o @ x o [l % | K o 0 3. Display onl our favorites
v i GPIOD & All registers | LEDs FUOTA Low-Power . p y y y
~ §isi MODER O 4002000 (O 55000000
type filter text
"% MODER15 [30:2] Ol
"% MODER14 [28:2] Oxl Ranict Aol el 8 SFRs X RD | Hg %o % | 3¢ oF
1Y MODER13 [26:2] Ol E Add as favorite *
T DAanETE — — All registers | LEDs > | FUOTA Low-Power
i
09 MODER Add as favorite... Create new or select an existing list | type filter text
1% MODER10 [20:2] O Register Address Value
1§ MODER9 [18:2] 0x0 ~ € STM32F407
1010 3 -
it MODERE [16:2] 0x0 List name: [] ~ B GPIOD
} MODER7 [14:2] 0w Low-Power ~ 118 MODER (%40020c00 0x55000000
1010
i MODERG [12:2] Ox e MODERTS [30:2] 0x1
1Y MODER3 [10:2] Ox0 FUOTA "8 MODER14 [28:2] Ox1
118 MODERS [2:2] 0x0 1912 WODER12 [26:2] Ox1
1010 .
i MODER2 [6:2] Ox0 "m0 MODER12 [24:2] Ox1
o mgg;::— {‘;i} ig v 12 ODR Dcd0020c14 DD
1 - 5 'Y ODR13 1531 0x0
' MODERD [0:2] 0x0 @ [ ok ]| conce 9 ODR1A {14:1} 0
1 OTYPER 04002004 OxD - — — 108 ODR13 [13:1] 00
¢ OSPEEDR 0x40020cD8  Ox0 0 ODRI2 [21] o0
118 PUPDR O40020c0c Ox0 ™
it IDR One4002010 020 v i WD
oiot c ~ ail SR 40001010 0x0
12 0DR 0x40020c14  OxD o i [0:1] 0
118 BSRR 04002018
198 LCKR O40020cTc Ox0
e ACoDl M AN -0 )
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Live updates

1. Right-click on register-level - Toggle live update

* Only applicable at register-level since
debugger always reads 32-bits.

B SFRs X RD | #g %o %2 | 3¢
All registers | LEDs < | FUOTA Low-Power
| type filter text

Register Address Value

v © STM32F407
+ &8 GPIOD

I 2. The "google” icon indicates

"1 MODER14 [28:2] 0x1

I - that live-update is enabled

"' ODR15 Add as favorite...
t£:1 ODR14gm T ——— s
"1 ODR1 Toggle live update -~ ~ i1 MODER O 4002000 (O 55000000 .
- sivooms A o 3. Register values are updated
v o TIME ~~-_~ "8 MODERT4 [28:2] ol .
-
-~
~m

i SR 040001010 00

'8 MODER13 [26:2] 0xl
" UIF [0:1] 0x0 ~ m— i MODER12 [24:2] Ox1 11 3 . H H
~=al o S live” while target is running
B will ODR15 [15:1] 0x0
"8 ODR14 [14:1] 0x0
%2 ODR13 [12:1] OxD =i 2k eig | B 1
1219 ODR12 [21] Ox) = B e e |

45 Debug [ Project Explorer = | i+ £ = B8
~ E STM32F4_Disco_MX Debug [STM32 C/C++ Application]
P L P U [P S BN
& Thread #1 [main] 1 [core: 0] (Running : User Request) I
L] --—a‘iﬂﬁl*ﬁﬁﬁ - e =e wll
gl ST-LINK (ST-LINK GDEB serverly

\
---\-\---l.‘-----l
v &1 ODR 0x4008c14  0x2000
e ODR15 51 ¥ 0o 1
1 010 ODR14 [14:1] \ OxD)
9 ODR13 31 Ox1

| 1% ODR12 M2:1] 0x0 |
,l s T F R F R R _F B N _F _F N |
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e Log export and compare

1. Select the Export scope
« All registers?
* Or just a favorite list?

= O m#SRs X RD | ms ¥ % | 3¢
- All registers | LEDs x| FUOTA Low-Power

2. Logs are saved in SFR_export
[ type filter text
o s s  Named by incremental number

v &% GPIOD é
v 81 MODER 04002000 0 %5 Debug 2 Project Explorer X = g
8 MODER1S [30:2] 790 - .
"8 MODER14 [28:2] PALL BES Y §
0 MODER13 R824 00 ~ [ STM32F4_Disco_MX .
e
UMD Gl g 00 8 i 3. Com pare two |Og -files
« &7 ODR 0x4D020414  Ox0 il Includes "
1% ODR15 151 4 OxD (2 Core
= v [ Drivers . . =
0 v e / x = s * Right-click > Compare with - each other
U v [= SFR_export
Export view data to file » - 2] 1676887361 ixt
,/ |E| 1676887870 bt '{g: Debug {5 Project Explorer = B [g mainc EF Compare ['STM32F4_Disco_MX/SFR_export/ 1676887888 txt’ - 'STM32F4 Disco_.. » = O
=] 7 7! o
,,/ B 1:7:§§B§§E§: B E W % |2 TextCompare DM 2] [ B <5 | 4 4 4 &
File: | [Ci\Usersinorlandm\STM32CubelDE\workspace_9.9.9.0-gerrit286329-p3\ST| | Browse... PR - 1676828068 0xt v[@ S:MM‘LD'“”*MX STM32F4_Disco_MX/SFR_export/1676887238.tct STM32F4_Disco_MX/SFR_export/1676888037. et
s mmx.scratch 3 Binaries 171 STM32F4@7/GPIOD/AFRH/AFRHS : Bx2 STM32F4@7/GPIOD/ AFRH/AFRHS : 8x@ "
B peneremr e e e iatelapplicatian ] STM32F_Disco_Miioc [ Includes 2 STM32F487/ TING/ CR1: 0x1 o172 STM32F487/TIME/CR1: 0@ | o
- —see. @ Core 3 'STM32F487/TIMG/CR1/ARPE: Bx@ 3 'STM32F487/TIMG/CR1/ARPE: Bx@
=/ 5TM32F4 Disco_MX Debug.launch 2 Drivers 4 STM32F487/TIMG/CR1/OPM: BxD 4 STM32F487/TIMG/CR1/OPM: BxD
g STM32F407VGTX_FLASH.Id (= Debug 5 STM32F487,/TIM6/CR1/URS: Bx@ f STM32F487/TIMG/CR1/URS: @%@
< STM32FAOTVGTX_RAM.Id STM32F467/TIMG/CR1/UDIS: 00 STM32F467/TIMG/CR1/UDIS: 00
i) a s, -
Vv (SFSFRIS N = STM32F487/TIM6/CRL/CEN: Bx1 STM32F487/TIMG/CRL/CEN: Bx@ |
1676887888 txt | 178 STM32F4@7/TIMG/CR2: €x@ STM32F487/ TIMG/CR2 : 8x@ _
1676888037, bct 179 STM32F4A7/ TIMG/CR2/MMS : Bx@ STM32F4@7/TIMG/CR2/MIS: 8x@
— n [ —— > [7/TIM6/DIER:@x1 150 STM32F487/TIMG/DIER: 8x@ | =
7/TIMG/DIER/UDE:axe ¢ 181 5TM32F487/TIM6/DIER/UDE: 8x@
Open 7/TIM6/DIER/UIE Bl & 132 STM32F487/TIMG/DIER/UTE: 8x@
) 7,/ TIMG/ SR: @x1 o 183 STM32F487/TIMG/SR: 0x@
Shoullh AltShifts W > r g /sr/uF:oxd 4 184 STM32F487/TIMG/SR/UIF : 8x8
L. 7/TIM6/EGR:null 4 185 STM32F487/TIMG/EGR: null
& Cony CreC b TIMe/er UG nuld 156 STM32F467/TIMG/EGR/UG:NULL
Paste Cirl+V  [7/TIMG/CNT : 0x1658 187 STM32F487,/TIMG/CNT : @@
% Delete Delete 17/ TIME/CNT/CNT :bx165 188 STM32F407/TIMG/CNT/CNT : @0
7/ T1M6/PSC: exabct 189 STM32F487/TIMG/PSC:8x8 =
Move... 7/ TIMG/ PSC /P s @x20cF o STM32F487/TIMG/PSC/PSC: 8x@ H
Rename.. g [7/TIMG/ARR: #3e7 191 STM32F487/TIMG/ARR : @%@ .
< (B 5 5N &5 & & & &8 § § | -;IWWWW’H ____} 197 iTM'-\?FM?ITTMEFﬂRRI!RR-Rm >
2 Cormpare With » Each Other 4'
nems Sh )
’l . ﬂe‘memh- B N N N N | F H_Cﬂ = CI'E |
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@@Q& . .
Add support for cyclomatic complexity

« Cyclomatic complexity is a
measurement which give the
possibility to determine the stability
and level of confidence in a program.

¢ The neW VIeW ShOW the Ievel Of o Build Analyzer == Static Stack Analyzer I@ Cyclomatic Complexity == 0
I - .I: h .I: - test SWV _Clock.elf - ftest SWV_Clock/Debug - Feb 28, 2023, 3:05:16 PM
| Search by function name ...
Function Location Complexity &
® HAL_RCC_OsciConfig stm32fdo_hal_rcc.c:219 61
@ HAL_GPIO_Init strn32fdux_hal_gpic.c164 22
® HAL_RCC_ClackConfig st 32fdx_hal_rcc.c:591 20
@ USB_Devinit st 32fdo_Il_ush.c: 296 16
© ETH_SetMACConfig st 32fdo_hal_eth.c:2734 9
@ HAL_PCD Init stm32fdux_hal_pcd.c:123 2
@ SB_SetCurrentMode strm32fdo_Il_usb.c:249 2
© HAL_RCC_GetSysClockFreq strm32fdoi_hal_rcc.c: 883 G W
£ >
Writable Srnart Insert 30:1: 1076

7
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Adding SWO pin

« Enable SWO via the STM32CubeMC perspective and re-generate the code.

Pinout & Configuration

Lys

life.augmented

Categories

Clock Configuration
w Software Packs

DEBUG Meode and Configuration

Project Manager
w Pinout

3 Pinout view

Systemn Core >
Analog >
Timers >
Connectivity >
Multimedia >
Security >
Computing >

Middleware and Sof ..

Trace and Debug i

-

Power and Thermal >

Debug |TrscE Asynchronous Sw

v

Configuration

Reset Caonfiguration

GPID Seftings

S5 Systemn view

Search Signals

14£)

FA13(JT... DEBUG J.. nis n'a n'a n'a
PA14 (JTC... DEBUG_J... nia n'a n'a n'a
PB3 {JTD... DEBUG J.. nia n's n's n'a

TEFEEEET EEEREERERET ERFFEEFRERTET

A

12



Enable SWV in the debugger settings

e Steps:

« Enable SWV Fitr:
« Step 1: Go to Debug
« Step 2: “Debug Configurations”

7
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E workspace_3 - 5TM32U5_Test/Application/User/Core/main.c - STM32CubelDE
Search Project Run  Window Help & Hello vishal

File Edit Source Refactor Mavigate

MG ®-&-Rividig-a-E-d)fe]lo-u-dy-i s
i Project Explorer 3 = B [g mainc X (no launch history)
= <l=’='f.> "l? E ;_ ..:::.:USER CODE BEGIN | Debug As 5
v [[7] STM32U5_Test (in STM32CubelDE) s | = Debug Configurations..
Includ
! Inc u. es. 4 Organize Favorites...
w = Application 5 ___ .
Lv E? User [ dkkkkkkkdd kbbb kbR kR k kR kR kR Rk kg gk
v = Core ; * [@attention
@ main.c a * Copyright (c) 2823 STMicroelectronics.
@ stm32ulnx_hal_msp.c 1@ * A1l rights reserved.
@ strm32u5i_hal_timebas 11
@ stm32uTx_it.c 12 * This software is licensed under terms that can be found
[§ syscalls.c 13 * in the root directory of this software component.
B 14 * If no LICENSE file comes with this software, it is prowv
sysmem.c 15

13




Enable SWV In the debugger settings (2/2)

Steps contd:

« Step 3: Go to “Debugger”
tab

« Step 4: Enable SWV

« Step 5: SWV tracing
requires manually setting
the Core Clock to the
correct value, 4 MHz in
our case

 Click “Apply” -> “Close”
Kyy
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E Debug Configurations

Create, manage, and run configurations

BB R BT -

MName: S'I'I'\-‘132U@

| type filter text

| [E] Main %% Debugger]| B Startup| & Source | [C] Common

[E] C/C++ Application
[E] C/C++ Attach to Application
[E] C/C++ Postmortem Debugger
[E] C/C++ Remote Application
[£] GDB Hardware Debugging
& Launch Group

v E 5TM32 C/C++ Application

[ sTM32U5 Test

Filter matched & of 8 items

-
@

Serial Wire Viewer (SWY)
e Enable

(®) SWD (O ITAG

[]ST-LINK S/N Scan
Frequency (kHz): | Auto V|
Access port: | 0- Cortex-M33 v|

Reset behaviour

Type: | Connect under reset

Device settings

Debug in low power modes: Disable

Suspend watchdeg counters while halted: | Mo configuration

RTOS Kernel Awareness
] Enable RTOS Proxy

Core Clock (MHz): 40 @ Driver settings
[ Lirnit SWO clock ThreadX
auto detect cortex_m0

61235

Port number:

nnnnn

External loaders

Revert

| Add

Apply

Close

14




SWV: features explored

Using Data Trace & Live Watch

Using Data Trace Timeline Graph

printf() redirection

Timing measurement

Exception Trace Log & Timeline Graph

. ’l 15
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SWV: Data Trace & Live Watch




SWV: using Data Trace

« Data Trace:
 To watch variables live

* No need to stop on a breakpoint OR Halt execution
* Monitor the memory reads and writes of particular variables

« Can be used to detect unexpected RAM access.
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Enable SWV Data Trace

« Start Debug session
e Go to Window -> Show View -> SWV and click SWV Data Trace

 Click on “Configure Trace” button to open the Serial Wire Viewer settings

Run  Window Help X Hello vishal

&) Console |‘_ Problems {3 Executables EDebuggerConsole [ Memory O SWV Data Trace = B8
= Mew Window O~ Q~® ¢ ~i| 48~ &~ b '|=|_,’|ﬂ e B X |G &E 3
[§ sta Editor ¥ Watch
Appearance > Comp MNarme Value

rief Show View > ThreadX »
twal i > R y
etva Perspective &% FreeRTOS History
in(vo: Mavigation 3 B Sy » E SWVTrace log Access Value PC Cycles Time

9y Breakpoints Alt+Shift+Q, B [ SWV Exception Trace log
SER Cf Preferences aig  Build Analyzer L SWV Data Trace u
SER CODE END 1 */ E Console Alt+5Shift+Q, € | SWV Data Trace Timeline Graph
CU Configuration---------—-. @ Cyclomatic Complexity E  sWV ITM Data Console

%5 Debug B SWV Statistical Profiling
eset of all peripherals, Ini DebuaaerEansoke =, S
Init(); & 99

E#  Debug Sources
SER CODE BEGIN Init */ 22 Disassembly
SER CODE END Init */ @] ErmorLog Alt+Shift+0, L

Ky 18
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Serial Wire Viewer settings

E Serial Wire Viewer settings forSTM32U5_Test >
° Step 1 Enable “TimeStampS” Clock Settings Trace Events PC Sampling
Core Clock: 4 MHz [ CPE Cycles perinstruction [ ]EXC: Exception overhead [|Enable Resolution: 15384 Cycles/sample
. ock Prescaler: [C] SLEEP: Sleep cycles [C] L5U: Load store unit cycles
¢ Step 2 Enable Trace Comparator 0 clock? < 1.~M.~ []FOLD: Folded instructions [_] EXETRC: Trace Exception Timestamps
SWO Clock: 4000.0 | kHz o A Enable Prescaler: |1 »
- Step 3: Add the variable N
name/address tO be traced e) Comparator 0 Comparator 1 Comparator 2 Comparator 3
(LOOpCOUﬂter) [ Enable [C]Enable []Enable [C]Enable
Var/Addr: | LoopCounte] | @) VarAddr:  0x0 Var/Addr: | 0x0 Var/Addr: | 0x0
Access: | Write ~ Access: Read/Write Access: Read/Write Access: Read/Write
¢ Step 4 SeIeCt “erte” In the AcceSS Size: | Word @ Size: | Word Size: | Word Size: | Word
||St (Only monltor erte aCCQSS) Generate: | Data Value ~ @Gva-nerate: Data Value Generate: | Data Value Generate: | Data Value
« Step 5: Select “Data Value™ to be T Stimulus Ports
i Enable port: 31 ILICICIOI0ICI0 24 2310001010010 e 1sO00O00I0I0I0 e 7OOIOCIO0I0C o
logged, click OK
Privileged Dnlyports:DPortE‘l..Ed (Port23.16 [JPeort15.8 [JPort7.0
» Note: Keep other trace events
disabled to avoid chances of —

overflow in the SWO line

Kyy 19
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SWV: Using Data Trace

« Step 1: Click on “Start Trace
Button”

o Start Execution

£Q
&

(L, SWV Data Trace & € |

ger Console  [J Memory O SWV Data Trace <

« Step 2: Observe the Data live on O S 2 e G
the “SWV Data Trace Console”

0 LocpCounter 246
° lee WatCh History (LeopCounter)
Access Value PC Cycles Time
) H t y WRITE 235 35073969 8.768492 ¢
IS O r WRITE 236 353477974 2.860404 ¢
. WRITE 237 35881979 8.970495 =
° T i p (~ 10 1 d | y b T WRITE 238 36285672 9.071493 5
Imestamps MS delay petween ieits o o ot
H - WRITE 240 37093973 9.273493 =
eaC h Wr I te I n O u r CaS e) WRITE 241 37497975 9.374404 ¢
WRITE 242 37901962 9.475491 =
WRITE 243 38305964 9.576491 =
WRITE 244 XN O F77AGA o
WRITE 245 39113962 9.778491 =
WRITE 248 39517973 9.879493 s

. ===

Kyy 20
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SWV: Using Data Trace Time Graph

Used for Graphical Data plot of variables in real-time

An “Oscilloscope style” data plot graph

Pots the Graph of Data Vs Time OR Data Vs Clock Cycles

Also allows to save the graphs as images to study later



Window Help & Hello vishal

. MNew Window
. Editar
i

Appearance

Show View

l Perspective
H Mavigation

] Preferences

et of all peripherals,

dt()s

‘R CODE BEGIN Init */
R CODE END Init */

ifigure the system clocl

WClock_Config();

ifigure the System Powet

Power_Config();

0-GL-®™ g~

[] stm32u5xx_hal.c

[ % 2
& H % %

=
Ell

BHEF @D

ThreadX

FreeRTOS

SWv

Breakpoints

Build Analyzer
Console
Cyclomatic Complexity
Debug

Debugger Console
Debug Sources
Disassembly

Error Log
Executables

Expressions

Enable SWV Data Trace Timeline Graph

« Start Debug session

d-flrororor @

>
>
8=
Alt+5Shift+0, B =l

SWV Trace log
SWV Exception Trace log
SWV Data Trace

SWV Data Trace Timeline Graph

Alt+Shift+0, C ||__
=]

i

SWV ITM Data Console
SWV Statistical Profiling

Alt+Shift+Q, L

7
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0.8+

0.6+

0.4+

0.2+

* Go to Window -> Show View -> SWV and click SWV Data Trace Timeline Graph

 Click on “Configure Trace” button to open the Serial Wire Viewer settings

B Console [£] Problems {3 Executables [} Debugger Console [J Memory () SWV DataTrace |~ SWV Data Trace Timeline Gra... g = O
& o ® '\:EO X

T
0.5

23



Configure SWV settings

te 1 n e 11 a a race” Se in S ESerialWire‘u’iewersettingsfu:-rSTM32U5_Te5t "
. Step 1: In the “Data T tting
! Clock Settings Trace Events PC Sampling
add COI | Iparator 1 CoreClocke 4 MHz ] CPL Cycles per instruction []EXC: Exception overhead [IEnable Resolution: 16384 Cycles/sample
Clock Prescaler: | 1 [] SLEEP: Sleep cycles [ LSU: Load store unit cycles
(] FOLD: Folded instructions  [] EXETRC: Trace Exceptions Timestamps
SWO Clock: 4000.0 | kH
o ‘ [~]1Enable Prescaler: 1 w

« Step 2: add “Sensor_Data” and also
Set the Other flelds Of Access, Slze’ R Comparator 1 0 Comparator 2 Comparator 3

Comparator 0
Data Value as shown here Denati Dlenati
Var/Addr: | LeopCounter Var/Addr: | Sensor_Data Var/Addr: (0 Var/Addr: | 00
/* USER CODE BEGIN WHILE */ Access: | Write w~ Access: | Write ~ Access: | Read/Write Access: | Read/Write
while (1) @
Size: | Word Size: | Word Size: | Word Size: | Word
LoopCounter++; Generate: | Data Value ~ Generate: | Data Value ~ Generate: | Data Value Generate: | Data Value

HAL_Delay(50@);

if(L C ter:188 .
if(LoopCounter ) ITM Stimulus Ports

LocpCounter=8;
Enable port: 31 JLILICIOINICIM 24 23 0I0ICIOIOIC e sOOOOOOOMe 70000000 o

ffUsed to simulate general data pattern, to be observed in Trace Logs.
if(LoopCounter<2s)
Privileged nnlyports:DPDrtB'l..?_d [JPert23.16 [ JPert15.8 [JPort 7.0

= Sensor_Data + 5;
¥
else

1
h

Sensor_Data = 5Sensor_Data -1866;

/* USER CODE END WHILE */

Lys 24
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SWV: Using Data Trace Timeline Graph

* Click on “Start Trace”
button

o Start Execution

* You shall now start
seeing some graphs
being plotted in the
console

* Note: Keep other trace
events disabled to avoid
chances of overflow In
the SWO line

7
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SWV Data Trace Timeline Graph ¢ = B
2
G ORRTICRCE o | ) F

Bl Console [*] Problems {3 Executables Debugger Console Memory L SWV Data Trace SWV Data Trace Timeline Graph < = 0
Qg y 4 P

@ Ol & e . X

LoopCounter — Sensor_Data

25




SWYV:

 Few Sample Graphs
generated

« Multiple Data variables can
be plotted

 Color coding to identify
different variables

life.augmented

Using Data Trace Timeline Graph

14! Registers |® | Problems @) Executables |- SWV Data Trace Timeline Graph: &2 | L., SW\V Data Trace [E} Debugger Conscle [J Memory

LoopCounter —— Sensor_Data
100
50
4] 5 10 15 20 25 30 35 40 45 50
| 5Wh Data Trace Timeline Graph 232
SO000 —
40000 —
20000 -
0

I T T T T
0 50 100 150 200

26
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SWV: printf() redirection

Typically, we use printf() messages sent via UART to
troubleshoot the application during run time

SWYV can be used for printf() re-direction

Debug messages are sent to a “Console” window in the
debugger using the Serial Wire Output (SWO) pin

No need for a USB or UART cable



Redirect printf() to SWO pin

/* USER CODE BEGIN Includes */
#include <stdio.h>
/* USER CODE END Includes */

* Include stdio.h library to declare
printf functionality

/* Initialize all configured peripherals */
MX_GPIO Init();

/* USER CODE BEGIN 2 */

printf("GPIO Init doneln™);

/* USER CODE END 2 */

/* Infinite loop */
/* USER CODE BEGIN WHILE */
while (1)

« Add code to print messages

/* USER CODE END WHILE */

/* USER CODE BEGIN 3 */

printf("In while loop “Wn"};

HAL_GPIO TogglePin(LED1_GPIO Port, LED1_Pin);
HAL Delay(Sea);

printf("Counter = %i\n", LoopCounter++);

* To redirect printf() to SWO pin

» Redefine _write() function to send data
to SWO pin using ITM_SendChar() /% USER CODE BEGIN 4 */
function

int write(int file, char *ptr, int len)

 Weak write() included in syscalls.c file {
int Dataldx;

« Same technique can be used to print to
USART pinS for (Dataldx=0; Dataldx<len; Dataldx++)

{
ITM SendChar (*ptr++);

}

return len;

}

"l /* USER CODE END 4 */ 29
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Enable SWV ITM Data Console

« Start Debug session
« Go to Window -> Show View -> SWV and click SWV ITM Data Console

 Click on “Configure Trace” button to open the Serial Wire Viewer settings

Window Help X Hello vishal B Conscle |2 Problems ﬁDebuggerConsole U, SWV Data Trace |+~ SWV Data Trace Timeline Graph ] SWV ITM Data Consojg = 0
New Window O~ Q- ® s~ y-sl-cdo-0-2 0 K|®E X|GBl| &
Ediioy ’ 32u575zitxg.s [£] stm32uSxx_hal.c
Appearance >
Show View » ThreadX >
Perspective ] FreeRTOS »

Navigation 3 B sw > B SWV Trace log
@y Breakpoints Alt+Shift+0, B [ SWV Exception Trace log
- Prefrae= o9 Build Analyzer L, SWV Data Trace
6 /* Reset of ali B} Console Alt+Shift+Q, C Lo SWV Data Trace Trneline Graph
7 | waL_tnit(); |@ Cyclomatic Complexity [Z]  SWV ITM Data Console
/* USER CODE BE Zﬁ‘; Debug oo W Statrstear Pty
Debugger Console
/* USER CODE Ef E 22
" Debug Sources
/* Configure t sz Disassembly
SystemClock _Cor i
1 ErrorLog Alt+Shift+C, L

7
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Configure SWV settings

E Serial Wire Viewer settings forSTM32U5_Test *
* Enable Ch | O from th
n a’ e a'n n e ro e Clock Settings Trace Events PC Sampling
ITM P Core Clock: 4 MHz [ CPI: Cycles perinstruction [ ]EXC: Exception overhead [ Enable Resolution: 16384 Cycles/sample
OrtS Clock Prescaler: | | ] SLEEP: Sleep cycles (] LSU: Load stere unit cycles
] FOLD: Felded instructions  [] EXETRC: Trace Exceptions Timestamps
SWO Clock: 4000.0 | kH
o : [“]Enable Prescaler: |1 ~
* Note: K ther t t
ote. Keep otner trace events
Data Trace

Comparator 2 Comparator 3

d ISabled Comparator 0 Comparator 1
L]
[/] Enable [+] Enable [JEnable [JEnable
Var/Addr: Var/Addr. Var/Addr | 0x0 Var/Addr. | 0x0

Access: Write w Access:  Write ~ Access: Read/Write Access: Read/Write
Size: Word Size: Word Size: Word Size: Word
Generate: | Data Value ~ Generate: | Data Value ~ Generate: | Data Value Generate: | Data Value

[TM Stimulus Ports

Enable port: 31JOICILIOIOIN 24 2300000OOCIHM e 1sOO0O0O000O0s 7HO0O0O0C0E 0

Privileged only ports: [ ] Port 21.24 []Port23.16 [JPort15.8 []Port 7.0

Kyy 5
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SWV printf() redirection

e Click on “Start Trace”
button

EJ SWV ITM Data Console 52 %Ea@ | e GB| #+ =

e Start Execution

&l swV ITM Data Console

* View printf() messages in o0

11 1] GPI? IﬂitIDDﬂE
the SWV Data CO”SOIG Inside while Loop
Counter = 1
Inside while Loop
Counter = 2
Inside while Loop
Counter = 3
Inside while Loop
Counter = 4
Inside while Loop
Counter = 5
Inside while Loop
Counter = 6
Inside while Loop
Counter = 7

Kyy 3
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SWV: Timing Measurement

« Used to measure execution timings for
a process/function Q-

« Step 1: Add ITM Stimulus Port register definition
MACRO to your source code (main.c), which
allows us to write to an ITM Port

#define ITM Port32(n) (* ((volatile unsigned long
*) (OxE0000000+4*n)))

« Step 2: Write 2 different values to the ITM Port 31
and after the desired functions

1; 2/

2;

ITM Port32(31)

ITM Port32(31)

7
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782 /* Private user code ---------mmm oo oo
79 /* USER CODE BEGIN @ */

Ml tdefine ITM Port32(n *((volatile unsigned long *)(@xEGBBBBBA+L*n

81 /* USER CODE EMD @ */

82

B30 f**

84  * [fbrief The application entry point.

85 * @retval int

86 */

87= int main{void)

88 {

89 /* USER CODE BEGIN 1 */

[£] main.c 22 | |g] syscalls.c [c] strm32fTxc_hal.c [5] startup_:
186 printf({"System Init done’n");
1a7 S*¥ USER CODE END SysInit */
188
189 A Initializeeallconfigured peripherals */
116 ITM Port32(31) = 1;

111

112

113 MX_GPIO Init();

114 /¥ USER CODE BEGIMN 2 */

115 printf{"GPI0 Init donein™);
116

117

118 ITM Port32(31)

119 = = —

126

34



Enable SWV ITM Data Console

« Start Debug Session
* Go to Window -> Show View -> SWV and click SWV Trace Log

 Click on “Configure Trace” button to open the Serial Wire Viewer settings

Window Help B SWV Trace Log 32 % w | ad — O

MNew Window R~ & w : - - - -

i QL2 s g g = e | i Index Type Data Cycles Time(s,
| Itar b
I &l stm32ffo_hal.c main.c system_stm 3 * = B

Appearance Pl ovoin vven vewan o

T T T )

Show View > B SWv ¥ @ SWV Trace log

Perspective * @5 Breakpoints Alt+Shift+Q, B [ SWV Exception Trace log

Navigation y |y Build Analyzer |- SWV Exception Timeline Graph

Console Alt+5Shift+0, C . SWV Data Trace
Debug 5WV Data Trace Timeline Graph

=]
Preferences #S
& SWV ITM Data Console

Debugger Console

(il 0 N ER

== Disassembly SWV Statistical Profiling

{3 Executables

P .

o' Expressions D1_Pin);

@ Fault Analyzer £ b
A" Linem Croimror o :'5

Overflow packets: 0

Kyy 3
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SWV: Timing Measurement

Serial Wire Viewer settings forSTM32U3_Test

* Enable TI m eStam pS Clock Settings Trace Events PC Sampling

[]CPI: Cycles per instruction [_] EXC: Exception overhead [JEnable Resolution: 16324 Cycles/sample
[_]SLEEP: Sleep cycles []LSU: Load store unit cycles

i Enable Chan nel 31 *Only* E:;k;;is:laler: lmn‘ P DFOLD: Folded instructions DEXETRC:Trace Exceptions T
I o []Enable Prefcaler: |1 w
from the ITM Ports

Core Clock: 4 MHz

Data Trace
Cornparator 0 Comparator 1 Comparator 2 Comparator 3
° Note: Keep Other trace events []Enable []Enable []Enable [ Enable

- . Var/Addr: | LocpCounter Var/Addr: | Sensor_Data Var/Addr: | Ox0 Var/Addr: | 0x0D
disabled to avoid chances of E = _ .
. . Access: | Write Access: | Write Access: | Read/Write Access: | Read/Write

Overﬂow In the SWO |Ine Size: | Word Size: | Word Size: | Word Size: | Word
Generate:  Data Value Generate: Data Value Generate:  Data Value Generate: Data Value

ITM Stimulus Ports

Enable port: B ICICICICIONN24 230]0O0I OO0 e 1sOO0O0O000O0s 700000000 e

Privileged nnlyports:DPc'rt?l..?_d JPert23.16 [JPort15.8 [JPort 7.0

Kyy 3

life.augmented



SWV: Timing Measurement

e Click on “Start Trace” button

ebugger Console FEH SWV Trace Log &3 ] @ tﬁ|

|
Cycles Timeis) Extra info ‘

o Start Execution

Gl Console E 5WVITM Data Console ] SWV Trace Log =

Index Type Diata Cycles Tirne(s)
* Observe the Trace values & ; ™MPot3 1 Tio 1775250 ms
1 [TM Port 31 2 15790 3947500 ms

timestamps in the “SWV
Trace Log Console”

’l 37
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SWV: Statistical Profiling

« Statistical profiling feature of the SWV provides a way to quickly analyze the
performance of the application code and optimize speed.



Enable SWV Statistical Profiling

« Start Debug Session
« Go to Window -> Show View -> SWV and click SWV Statistical Profiling

 Click on “Configure Trace” button to open the Serial Wire Viewer settings

Window | Help F= SWV Statistical Profiling 52 Y b ¥ = 8
Mew Window %vlg ."-l' vl I - v*\::l (::l - v| ﬂ
Editor 3 Function % in use Samples Start address
i S:g }}3 = E
Appearance Pl oeoin e vewas e g
T T "
Show View » BB oswy > B SWV Trace log
Perspective » @ Breakpoints Alt+Shift+Q, B [ SWV Exception Trace log
Navigation , mg Build Analyzer |+~ SWV Exception Timeline Graph
El Conscle Alt+Shift+0, C L, SWV Data Trace
Preferences %5 Debug |+~ SWV Data Trace Timeline Graph
122 G} Debugger Console & SWV ITM Data Console
.T..i == Disassembly FEH  SWV Statistical Profiling
125 {3 Executables
196
126 G :
127 = Expressions D1_Pin);
%"3 @ Fault Analyzer < 3
1239 FEn I N R R 1i

Overflow packet=: 0 PC Samples: 0

Kyy n
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Configure SWYV settings

d E n a-b | e P C S am p I i n g an d E Serial Wire Viewer settings forSTM32U5_Test X

click ok st
Core Clock: 4 MHz  []CPE Cycles perinstruction [ ] EXC: Exception overhead Enable Recolution: | 16384 v | Cycles/sample
Clock Prescaler: | 1 [C]SLEEP: Sleep cycles [JLSU: Load store unit cycles
[CJFOLD: Folded instructions [] EXETRC: Trace Exceptions Timestamps

» Note: Keep other trace events SWOClock: 40000 kb Clnable prescle
disabled to avoid chances of overflow

In the SWO ||ne Comparataor 0 Comparator 1 Comparator 2 Comparator 3
[ Enable [ Enable [l Enable [JEnable
Var/Addr: | LeopCounter Var/Addr: | Senzor_Data VarfAddr: | Ox0 Var/Addr: | Ox0
Access: Write Access: Write Access: | Read/Write Access: | Read/Write
Size: | Word Size: | Word Size: | Word Size: | Word
Generate: | Data Value Generate: | Data Value Generate: | Data Value Generate: | Data Value

ITM Stimulus Ports

Enable port: 311100000024 23000O000O00Oe  1sO000O000O0s 700000000

Privileged only ports: OPert 31.24 JPort23.16 [Port15.8 [Port 7.0

Kyy n
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Start Statistical Profiling view

* Click on the Start Trace

button.
FEH SWV Statistical... 52 = B
@x & x Bl Console [ SWV Statistical Profiling # @E X = 8
! Function % in use Samples Start address Size
i HAL Delay() 47.81% 2798 (e B000add w8
HAL_GetTick() 47.20% 2762 (e B000ac 018
° ExeCUte the COde' HAL_TIM_IRCHandler() 3.21% 188 e B002b9% Ox29e
HAL_TIM_PeriodElapsed...  1.61% a4 (xB000Eb5 24
° 1 1 _write(] 0.05% 3 (B00067d 038
Halt the execution in order to e n—" ; ottt b
1 1 1 _puts_r(} 0.03% 2 (B00328d Cxal
See a- Statlstlcal prOfIIe Of the _‘.prrlntf_rl:l D.DE?"‘I\:\ -I DXEDI:GSEEI sz}q_
1 1 1 _wirite_r{] 0.02% 1 (B00356d 24
application when it was
runnlng a.t that partICUIar tlme Overflow packets: 0 PC Samples: 3852

frame.

Kyy 2
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Enable SWV Exception Trace Log

« Start Debug session
* Go to Window -> Show View -> SWV and click SWV Exception Trace Log

 Click on “Configure Trace” button to open the Serial Wire Viewer settings

Wind Hel ] 5 .-
Window = Help &) Console [ SWV Exception Trace Log . & X | Bl = B
i New Window %v@ = v | v v{::l <::l - v| ﬂ —
. Editor 3 Data - Statistics
i pact stm32fTo._hal.c main.c system_stm? y = 8 _ _
Appearance A T TR . Index Type Mame Peripheral Functio
Show View > B oswv » F SWY Trace Jog
Perspective > ®g  Breakpoints Alt+Shift+Q, B | B SWV Exception Trace log
R 5 o Build Analyzer - SWV Exception Timeline Graph
E Console Alt+Shift+Q, C L, SWV Data Trace
Preferences ?ﬁs: Debug - SWV Data Trace Timeline Graph
E Debugger Conscle E  SWVITM Data Console
== Disassembly [ SWV Statistical Profiling
{2 Executables
P .
= Expressions D1_Pin); = =
@ Fault Analyzer
1 i sE Cherflow packets: 0

’l 44
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Configure SWV settings

* Enable Timestamps
 Enable EXETRC: Trace =

. Clock Settings Trace Events PC Sampling
Exceptlons Core Clock: 4 MHz DCPI:CycIesperinstructinn |:|E>(C:Exceptior1 overhead DEnable Resolution: | 16384 Cycles/sample
Clock Prescaler: | | [C] SLEEP: Sleep cycles [ ]L5U: Load store unit cycles
[]FOLD: Folded instructionsl EXETRC: Trace Exceptions I Timestarmnps
- SWO Clock: 4000.0 | kHz
Y ‘ ||Ck OK []Enable Prescaler: 1 ~
Data Trace
Y N t " K p th t t 1 Comparator 0 Comparator 1 Comparator 2 Comparator 3
ole. Keep otner trace events | g S O S
disabled to avoid Chances O-I: Var/Addr: | LoopCounter Var/Addr: | Sensor_Data Var/Addr: | 0x0 Var/Addr: | 0x0
Access: | Write Access: | Write Access: | Read/Write Access: Read/Write
Ove rflOW In the SWO Ilne Size: ‘Word Size: |Word Size: | Word Size: |Word
Generate: Data Value Generate: Data Value Generate: Data Value Generate: Data Value

ITM Stimulus Ports

Enable port: 31 JLICICICIOIOM 24 23O000O0IOCIOMe  sO0O0O0O00O0O0e 70000000 e

Privileged only ports: [ ]Port 31.24 [ ]Port23.16 [ |Port15.8 [JPort 7.0

L]

Kyy e
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* Click on Start Trace button

SWV: Exception Trace Log

« Execute the code to see exception logs

 Click on the statistics tab to the exception profile.

7
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B SWV Exception Trace Log! 53 4 | gl & O
Data ™. Statistics
Index Type Mame Peripheral Function *
46226 Exception exit SYSTICK (EXC 13) SysTick_H:
46227 Exception return  N/A (EXC D)
46228 Exception entry  SYSTICK (EXC 13) SysTick_H:
46229 Exception exit SYSTICK (EXC 13) SysTick_H:
46230 Exception return  N/A (EXC D)
46231 Exception entry  SYSTICK (EXC 13) SysTick_H:
46232 Exception exit SYSTICK (EXC 13) SysTick_H:
46233 Exception return  N/A (EXC D)
46234 Exception entry  SYSTICK (EXC 15) SysTick_H:
46235 Exception exit SYSTICK (EXC 13) SysTick_H:
46236 Exception return  N/A (EXCO) v
< >

Overflow packets: 0

FH SWV Exception Trace Log 33 | K | gd = O
Data . Statistics
Index Type MNarne Peripheral Function
B 5WV Exception Trace Log! 53 b 4 | i T O

Datg | Statistics
Exception Handler % of Murmber of % of exc
SYSTICK (EXC 13) SysTick_Handler() 100.0000% 108957 100.000(
Total for all 108957
£ >

Overflow packets: 0

46
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IDE options: Good-to-know

* To generate binary (.bin) and hex (.hex) output files

E Properties for 5STM32U5_Test O X
* Goto Project >> Properties >> [ || setings A,
C/C++ B u I | d >> Settl n g S >> v Et’lgiiﬁau”d Configuration: |Debug [ Active ] ~ | | Manage Configurations...

Tool Settings >> MCU Post

Environment

build outputs S

Lilw Gonscal

iy Tool Settings | #* Build Steps Build Artifact Binary Parsers | €@ Error Parsers

onvert to binary file (-0 binary)

CMSIS-5VD Settings @ MICU Settings onvert to Intel Hex file (-0 ihex)
Project References @ MCU Paost build outputs ] Convert te Motorola 5-record file (-0 srec)
d Enable these 2 CheCkboxeS to Run/Debug Settings v © MCU GCC Assembler [ Convert to Verilog file (-0 verilog)

@ General X
[] Convert te Motorola 5-record (symbols) file (-0 symbolsrec)

generate blnary (.bin) and heX & Debugging [] Show size information about built artifact

(# Preprocessor
- # Include paths [] Generate list file
(. heX) Output fl |eS (# Miscellaneous
w 53 MCU GCC Compiler

2 General

(# Debugging

(2 Preprocessor

@ Include paths

(# Optimization

(2 Warnings

(% Miscellaneous
~ B3 MCU GCC Linker v

@' Apply and Close Cancel

7
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IDE options: Good-to-know

* To check the Flash and RAM 5 Build Analyzer 52 == Static Stack Analyzer - - 5
consum pt| on : B u | I d An alyzer S STM32F7_Lab_l.elf - /STM32F7_Lab_1/Debug - Mar 4, 2019 11:44:09 AM

Memory Regions | Memory Details|
Memory Reg |OnS Region Start address End address Size Free Used Usage (%
88 FlASH 0208000000 0:08100000 1024 KB 1013.54 KB 1046 KB | 1.02%
8 RAM 0220000000 020050000 320 KB 31834 KB 166 KB | 0.52%
] 1 F
g Build Analyzer == Static Stack Analyzer 23

e To check stack Consumption of STM32F7 Lab_l.elf - /STM32F7_Lab_1/Debug - 3/4/19 11:49 AM
. - . . . List Call graph
individual functions: Static Stack /] Hide dead code

Analyzer -> List

Function Lacal cost Type Locaticn

@ SystemnClock_Config 88 STATIC main.c:136

@ MVIC_EncodePriority 40 STATIC core_cm7.h:1953

@ HAL_GPIO_Init 40 STATIC stm32fFxo_hal_gpic.c:185
@ HAL_RCC_GetSysClockFreqg 40 STATIC strm32fFxo_hal_rcc.c:998
@ LA A P lLdTr™ T e Ml i i 273 e 3V Taime b | i v e =1 T

Kyy 29
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IDE options: Good-to-know

« STM32CubelDE supports below
Debuggers

N ST-LINK (GDB Server) E Debug Configurations

Create, manage, and run configurations

 ST-LINK (OpenOCD)

PeEX BY- Name: | STM32U5_Test
type filter text | Main Debugger | = Startup | & Source| [} Common
+ SEGGER J-LINK . i -
[c] C/C++ Application GDB Connection Settings
[£] C/C++ Attach to Application (®) Autostart local GDB server Host name or P address  localhost

[£] C/C++ Postmortem Debugger
7] C/C++ Remote Application (O) Connect to remote GDB server  Port number 61234

[ ] GDB Hardware Debugging
L Launch Group

Debug probe | ST-LINK (ST-LINK GDB server)

v E 5TM32 CfC++ Application GDB Server
E STM22U5 Test SEGGER J-LINK
- Show Corr o T-LINK (OpenOCD)

Interface
(®) SWD O ITAG
] ST-LIMNK 5/M Scan
Frequency (kHz): | Aute v|
MAccess port: | 0 - Cortex-M33 v|

Kyy 50
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STM3?2 .

CubeMonitor




Several monitors

STM3? . STM32 ‘

CubeMonitor CubeMonitor-RF
STM3? .
CubeMonitor
STM32 ‘. STM3?2 ‘
CubeMonitor-UCPD CubeMonitor-Power
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Introducing STM32CubeMonitor

Real-time variable monitoring

during application runtime

Flexible graphical visualization

Direct support of the Node-RED®

open community

53




-
sTmz2 NI

Cubaoritr Key features

T — Monitoring application variables during runtime
— {_\‘—" i  Non-intrusive tool to follow application behavior without
= 2 = interruption
T g M « Real-time analysis to finetune application configuration
‘ Drag & drop creation of dashboard Ul
« Large choice of graphical components (gauges, bar graphs,
Sl [ plots...)
= \  Customize settings. No need for programming.

Graphical visualization on any display

« Multi-OS tool: direct support of PC, tablets and smartphones
« Remote monitoring

[T
N
=

import data

7
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szrﬂgg“’:’mw Data visualization

Design mode to create Dashboard mode to visualize

Build and edit the logical data flow and graphical Use the monitoring Ul built previously and visualize
rendering of the custom monitoring Ul. locally or remotely.

[T
o A . Acquisition
beNurile
ey g
- Control a  Chart
' g_counterLong
CLEAR GRAPHS A
0 i 100000
Gauges
150
counterShort ] Show Points [ Show All ]

Value(s)

100,000
80,000
60,000
40,000
20,000
-20,000 7: D84
~40'000
20,000
-7 -100,000

215 216 217 218 219 220

Time (s)
@ g_syncTestShort @ g_counter! @ g_counterDouble @ g_counterFloat
@ g_counterLong @® g_counterShort @ g_syncTestLong

-150 Import data ...
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o @ Open community

~ in v ou ~ function ~ social 5 .
o o e | Direct support of Node-RED community
o ome o Tl p ema

5 funcion O |
Bl e wa | ol templae [ e Flow-based visual programming for connecting
O] om0 Cnuprespone S deay § ema | | hardware devices, APIs and online services (a flow
hp ) ) websocket | G vigger 0 witer | IS composed of connected nodes: input, output,
TR R pee— function etc.)
I T ™ |0 hupreques: ©
R T
L seia O & switch
. S
'5': o Large choice of ready-to-use nodes to easily expand
Ll Em STM32CubeMonitor default palette.
.'E. xmi :
§ e
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Presentation of the tool

« STM32CubeMonitor performs data acquisition by reading in the target MCU
memory though ST-Link and SWD/JTAG connection.

e The elements involved are :

« STM32 JTAG/SWD access port
used to connect the MCU debug block to ST-Link.

 ST-Link device.
e STM32CubeMonitor software.

« All the MCU address space is accessible.

7
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Let's start with STM32CubeMonitor

STM3? .

CubeMonitor



 Let’s start from this point

* Please plug in your STM32 board to
your PC

 Launch STM32CubeMonitor

o STM32CubeMonitor starts in
design mode
* The basic flow is displayed

7
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The design mode

v STMicroelectronics

v subflows

'
i

[ Design - STM32CubeMonitor - ] %
= "
ST W == DEPLOY @ DASHBOARD [
ubeMonitor
+ || = i info i @ | [ -

Y. START Acquisition \
SN —
= I @ direct @ p2p connected (STM32H72xxx/73xxX)
] STOP Acquisition

Basic_Flow 3

v Information

Flow "7b9ed63e.2138f8"
Name Basic_Flow
Status Enabled

v Description

Basic flow to start with
STM32CubeMonitor.

Clear Graphs

Q
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* One TX path from PC to probe
« START Acquisition

Basic_Flow

Flow structure

I—

Messages are sent on the ST-Link:
» "Read sequencially myVariables®

« STOP Acquisition
No more messages are sent on the ST-Link

* One RX path from probe to PC —

» MyVariables are received and displayed on
the chart.

Lys
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START Acquisition :j:

f B direct
STOP Acquisition

— S}

B p2p connected (STM32HT 2:00uT 3xx)

[ i S

B ¢2p connected (STM32ZHT 20007 3xx)

B processing on

Clear Graphs )
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Name and address

Basic_Flow
 The MCU and its MCU debug block
use addresses StaRT Acaustion [ Names | | | [adaresses
f_:—:
B direct 8 o2p connected (STM32ZHT 20007 3o

STOP Acquisition

 Humans prefer names

 PC software also! Addresses Names
O — M
B p2p connected (STMIZHT 2:00a07 3000 ogessing on

» The nodes “myVariables” manages the \

translation ) )
Clear Graphs

Lys
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The dashboard mode

* The widgets seen on the flow are displayed on the dashboard.
- 3 Buttons
« START, STOP, CLEAR
* Chart

T2 Node-RED Dashboard

" — [m) X
Home

Chart

START ACQUISITION STOP ACQUISITION CLEAR GRAPHS

£ Show Polts

Basic_Flow

BN — )
direct L X

_-_h_{_-\g
] 5

G Clear Graphs (7
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Read variables from MCU RAM memory

STM3? .

CubeMonitor




Variable name

 Let’'s access to some variable of the firmware

- The code defines the type of “basicCounter” > 71 luinti6 t basicCounter - 6;
» Unsigned 16-bit

L

* Infinite loop */
J* USER CODE BEGIN WHILE */
while (1)
{ "

d d L ld Ll L

s W RO S WD 2D =] LN

* |USER CODE END WHILE */

« The code increment the “basicCounter” every 500ms

=
P

'* USER CODE BEGIM 3 */

[HAL_Delay(5@@); |

HAL GPIO TogglePin(GPIOC, USER_LEDL Pin);
[basicCounter += 1;]

7
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Get the names from elf

 The variable names are In the elf executable file

arm-none-eabi-gce -o "STM32H735G-DK.elf"” @"objects.list” -mcpu=cortex-m7 -T"C:\STM3
Finished building target: STM32H735G-DK.elf

arm-none-eabi-size STM32H735G-DK.elf

. . . . arm-none-eabi-cbjdump -h -5 STM32H735G-DK.elf > "STM32H735G-DK.list"
« generated during the project build in STM32CubelDE arm-none-cabi-objcopy -0 binary STM32H735G-DK.elf "STM32H7356.DK.bin"
text data bss dec hex filename

e STM32H735-DK.elf » 7692 4@ 1568 9388 2454 STM32H735G-DK.elf |

Finished building: default.size.stdout

Finished building: S5TM32H735G-DK.list

Finished building: STM32H735G-DK.bin

82:85:51 Build Finished. @ erreors, 2 warnings. (took 17s.365ms)

« .out and .axf extensions also supported

7
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Get the names from elf

Design - STM32CubeMonitor

« Add new exe-config...

1. Double-click on “myVariables”
* The variables node properties are displayed

Edit variables node

=3
i J £+ Properties } E@@
2. Click on the pen of “Executable” -

Group Name ‘ myVariables ‘

£ Access point ‘ 0

[31 Executable ‘ Add new exe-config... v ‘ s
= Variable list
| Name Start Address ~ Type |

| + Add custom variabie || = Remove ail custom variables

v Acquisition parameters

5 Sampiog requency [~ seauetaiop

© Acquisition mode ’ ~ direct

® Trigger start mode ‘ off

@ Trigger name ‘ Variable list is empty

i ‘

C Trigger threshold ‘ 30000

T Eoaied |

Ky 66
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Get the names from elf

« Create the exe-config

1. Give a name to the configuration

2. Fill “Folder” with the folder containing the elf file
» C:\STM32H7EcoWS\HandsOn_01

3. Select the elf file from the drop-down list

> STM32H735G-DK.elf - I:'G

4. Click in Update % Properties NIE
\ o ——
r @ direct @ p2p connected (STM32H72x% Heie myVarConfig

s Folder] C:\STM32H7EcoWS\HandsOn01 e

E Fie Select a file e
—

2o T3%K) @ processing on i= Variable List

Edit variables node > Edit exe-config node

Select Name |3 Start Address ~ Type

é Clear Graphs ()f;

Lys
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o Select the variables In the

“Variable List”

1. Select “basicCounter”
2. Click on “Add”

7
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Adds the configuration to the “myVariables”

Get the names from elf

Edit variables node > Add new exe-config config node

£ Properties &3
- El—— =)
f @ direct ® p2p connected (STM32ZHT2xX Name myVarConfig
& Folder | C\STM32H7EcoWS\HandsOn01
I File STM32H735G-DK.elf v
- [l Expand Variable List
RO0UT 3XKX) @ processing on = variable List
Select Name 1% Start Address ~ Type
¥ basicCounter 0x2400803c  Unsigned 16-bit .

A [ D1CorePrescTable[0] 0x08001dfc Unsigned 8-bit

1 Clear Graphs i ; )

o= [ H7Deme.Cmd_Audio 0x24008011  Unsigned 8-bit
] H7Demeo.Cmd_Cache 0x24008010  Unsigned 8-bit
] H7Demeo.Cmd_Jpeg 0x24008013  Unsigned 8-bit
[ H7Demo.Cmd_MP3 0x24008014 Unsigned 8-bit
[J H7Demo.Cmd_Video 0x24008012  Unsigned 8-bit
] H7Demo.NbFuncCalls 0x2400801c  Unsigned 16-bit
[ H7Demo.PerfValue 0x2400801a  Unsigned 16-bit

[ H7Deme.Status_Audio 0x24008016 Unsigned &-bit
[J H7Demo.Status_Cache 0x24008015  Unsigned 8-bit

[ H7Demo.Status_Jpeg 0x24008018  Unsigned 8-bit
[ H7Demo.Status_MP3 0x24008019  Unsigned 8-bit
[J H7Demo.Status_Video 0x24008017  Unsigned 8-bit
[ SystemCoreClock 0x24008000  Unsigned 32-bit
[ SystemD2Clock 0x24008004  Unsigned 32-bit
[ uwTick 0x24008040  Unsigned 32-bit
[ uwTickFreq 0x2400800c  Signed 8-bit
[ uwTickPrio 0x24008008  Unsigned 32-bit
& Select All | | O Deselect A T
O Enabled | @ 0 nodes use this config on all flows v
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« The variable list is configured

¢ Name
> basicCounter

 Address
>  0x2400803C

* Type
» Unsigned 16-bit

1. Click on “Done”

7
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Get the names from elf

Edit variables node

£+ Properties

e [

CAEE
\ { —_ a))
r @ direct @ p2p connected (STM32H7T2:x4 Group Name myVariables
£+ Access point 0
[ Executable myVarConfig (STM32H735G-DK.elf) v &

= Variable list
—— CO—
) ) Name Start Address

2R00UT B @ processing on

basicCounter 0x2400803c

Clear Graphs (>

+ Add custom variable || — Remaove all custom variables
~ Acquisition parameters

& Sampling frequency | = sequential loop
@® Acquisition mode | = direct

® Trigger start mode | off

@ Trigger name basicCounter

32 Trigger threshold | 30000

O Enabled

Type

Unsigned 16-bit v
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e Save the flow

* Ablue point on “myVariables” shows that the
configuration has been modified.

1. Click on “Deploy”

Lys
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Get the names from elf

[ Design - STM32CubeMonitor

STM32 ﬁ

CGubeMonitor
Q filter nodes

v STMicroelectronics

v subflows

(1~ Single

5
&
0

Basic_Flow

@ direct

- O

-’: DEPLOY (£ DASHBOARD

s © mpoe o ]

@ p2p connected (STMI2ZHT 20T 3xxx)

s —~ W

B p2p connected (STM3I2HT 2007 33000

@ processing on

=
( J Clear Graphs (>
-

+
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Monitor and visualize
read in MCU RAM memory

i Lau nCh the daSh board [ Design - STM22CubeManitor \ o m| X
“Successfully deployed” is displayed STM32 fj_ _ I Successfully deployed =

+ || =

1. C“Ck on “DaSh board” Q filter nodes Basic_Flow

:]; START Acquisition (3
1 ] \

o - f @ direct ® p2p connected (STM32HT 230007 3x0x)
] STOP Acquisition o,
B J

@ p2p connected (STM32HT 20007 35

~ subflows

DN Oy — - SR
%) @ processing on S

(1~ Single value O & Clear Graphs
1 J

Ky n
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Monitor and visualize
read in MCU RAM memory

[ Node-RED Dashboard - O x

« Launch the acquisition
1. Click on “STARTACQUISITION”"

> “pbasicCounter” is sequentially read from the

MCU RAM memory 2120 ( show Points

2118
2,116
2,114
2,112
2,110
2,108
2,106
2,104
2,102
2,100
2,092
2,096
2,094
2,002
2,090

> “basicCounter” is regularly incremented

value(s)

0 1 2 3 4 5 6 T g g9 10
Time (s)

® basicCounter

IMPORT DATA

Lys
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« Stop reading the variable
1. Click on “STOP ACQUISITION”

 The times and values can be visualized

2. Click the “Show Points” checkbox
» ‘basicCounter” is incremented by 1
» ‘“pbasicCounter” is incremented every 500ms

» Use the zoom for more precision
» Zoom or Brush is selectable.

» Inzoom mode, it's possible to zoom on the curve
using the mouse to select a zone.

Lys
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Monitor and visualize
read in MCU RAM memory

START ACQUISITION STOP ACQUISITION

240

Chart

CLEAR GRAPHS

¥ Show Paints [ Show Al ]

239
238
237
238
235
234
233
w232
23

230

value

229
228
227
226
225

224
223
222
22

Chart

o 1 2 3 4 5
Time (s) START ACQUISITION STOP ACQUISITION CLEAR GRAPHS
@ basicCounte

220

@ Shaw Foints m

239
238
237
236
235
234
233

w232

L
g 23
229
223
227
226
225
224
223
222
221
220 : - - - - - - - - !
] 1 2 3 4 5 6 7 8 9 10
Time (s)
@ basicCounter
IMPORT DATA
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Write variables to MCU RAM memory
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CubeMonitor



Add a widget

« Currently, no way to write a value to a variable.
» The “write panel” widget in the node palette will be used

[l Design - STM32CubeManitor - | X

STM32 i’l == DEPLOY (Z' DASHBOARD =
CubeMonitor

Q filter nodes Basic_Flow + || =

-
v STMicroelectronics

START Acquisition I\
N| —f @ direct
STOF Acquisition (>

write panel

o]

@ p2p connected (STM32HT2x0007 3x0x)

Add a "write" widget to the dashboard

: ( l~
@stm32/node-red-contrib-stm32cubemonitor - ui_write: . _
@ processin g on
Clear Graphs

Bl =
R =

v subflows

i Single value ¢|

Kyy 7
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Add a widget

* Drag & drop the “write panel” in the flow editor
1. Click on the “write panel” node and hold the button down

2. Drag the “write panel” node to the flow editor
»  “myprobe_Out” can be dragged a bit further

Q filter nodes ’ Basic_Flow

-
~ STMicroelectronics

r— X 1
START Acquisition . \ uisition (. :\
\f @ direct | f
STOP Acquisition G isition

@ p2p connected (STM32ZHT 20007 3xx

—— O
@ p2p connected (STM32HT 250007 3x%x) @ proces

Ky 7
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Add a widget

« Set the “write panel” properties G

« Ared triangle is visible on the “write panel” node i 5:\
> Propertles are not Conflgured — \j%chred_ \ ® p2p connected (STM32ZHT 20T 3xx
» The"write panel” widget will not be added to the dashboard! |

1. Double-click on the “write panel Edit write panel node e

»  “Group” has been set automatically as only one exists '
> Ul group on the dashboard = Chart caneel m

> Tab = Home #+ Properties & 3| &=
»  Several groups can be created on the dashboard
»  Several flows can be opened in the flow editor E5 Group (Home] Chart Al s
> The dashboard will then have several tabs with several Uls
& size auto
2. Click on “Done” ¥ Name
> The name is optional

Kyy 7
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Add a widget — done!

 Launch the dashboard

Chart

- Slekon DEPLOY

2. CIICk On “DaShboard” 5100 [ Show Points
» The write panel widget has been added
« Visual programming >
« Adrag & drop and some clicks oo
L

Un-Select All

* Let's add a variable in the panel

WRITE

Ky 8
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Add a variable

« Add a link with “myVariables” to populate the write panel

1. Putthe mouse on the input of the “write panel” node
» The input point is displayed in orange

n i:i\
- f B direct B p2p connected (STM32ZHT2w0007 300

Kyy 7
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Add a variable

« Add a link with “myVariables” to populate the write panel
2. Click and drag to the output of “myVariable”

» Hold the mouse button down until the output point is displayed in orange

» The link is done
» The list of variables will appear in the write panel as soon as the “STARTACQUISITION” button is clicked

sifion :\
| I B direct B p2p connected (STM32ZHT 20007 3xxx)
ition ()

7
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Activate the “WRITE” button

« Add a link with “myProbe_Out”

1. Drag a link between the output of the “write panel” and the input of “myProbe Out”

» The link is done

» Aclick on the “WRITE” button will produce a message sent on the ST-LINK:
» “Write the selected variables®

B direct B p2p connected (STM32ZHT 20007 Jxxx)

81
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Monitor and visualize
write iIn MCU RAM memory

« Launch the acquisition

1. Click on “DEPLOY”, then “DASHBOARD” Chart
2. Click on *STARTACQUISITION”
5400 () show Points ETm
> “basicCounter” is in the write panel list sz
S
\ Un-Select All
basi cccccccc Unsigned-16bit x

Lys
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* Write to the basicCounter variable

1. Write a value in the text box beside
“basicCounter’” name

2. Click on “WRITE”

> “basicCounter” value is changed to the written
number.

Lys
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Monitor and visualize
write iIn MCU RAM memory

Chart

START ACQUISITION STOP ACQUISITION CLEAR GRAPHS

£ Show Poins [ Show Al |

60
55

50
45
40

35
w
T 30
g5

20
15
10
5 _'_'_'_‘_’_._l_'_
0

-5
-10

20 21 22 23 24 25 26 27 28 28
Time (s)

@ basicCounter

IMPORT DATA
Un-Select all
WRITE
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Read or Write a peripheral register

STM3? .

CubeMonitor




Read/write to an address

« All the MCU address space Is accessible.

 But some addresses don’t have a variable name in the elf file.
» Registers

« How to read/write an address without a name?
» Let’s take the example of an 1/O port

life.augmented



From RM0468

Table 7. Register boundary addresses!(!

 The GPIOC base address is 0x58020800 e o e

0x58026000 - 0x580263FF ADC3 Section 28.7: ADC comman registers
. 0x58025800 - 0x58025BFF DMAMUX2 Section 17.6: DMAMUX registers
° T h e O D R reg ISte r h aS th e OﬁS et OX 14 0x58025400 - 0x580257FF BDMA Section 16.6: BDMA registers
0x58024C00 - 0X58024FFF CRC Section 21.4: CRC registers
> The |OW€St byte Of O D R reg iSter iS at OX580208 14 058024800 - 0x58024BFF PWR Section 6.8 PWR registers
0x58024400 - 0x580247FF RCC Section 8.7: RCC registers
0x58022800 - 0x58022BFF GPIOK Section 11.4: GPIO registers
0x58022400 - 0x580227FF GPIOJ ‘ng: Section 11.4: GPIO registers
0x58021C00 - 0x58021FFF GPIOH Section 11.4: GPIO registers
0x58021800 - 0x58021BFF GPIOG Section 11.4: GPIO registers
11.4.6 GPIO port output data register (GPIOx_ODR) 0x58021400 - 0x580217FF GPIOF Section 11.4: GPIO registers
(x= AtoH,J, K) 0x58021000 - 0x580213FF GPIOE Section 11.4: GPIO registers
|Address offset: Ox14 | 0x58020C00 - 0x58020FFF GPIOD Section 11.4: GPIO registers
Reset value: 0x0000 0000 0x58020800 - 0x58020BFF GPIOC Section 11.4: GPIO registers
0x58020400 - 0x580207FF GPIOB Section 11.4: GPIO registers
H 30 28 28 27 26 25 24 23 e b 20 19 18 17 16 0x58020000 - 0x580203FF GPIOA Section 11.4: GPIO registers

15 14 13 12 1 10 9 ] 7 -] 5 4 3 2 1 0
ODR15 | ODR14 | ODR13 | ODR12 | ODR11 | ODR10 | ODRS | ODRE | ODRT | ODRE | ODRS5 | ODR4 | ODR3 | ODR2 | ODR1 | ODRO

v w w ma 2 n w ma e w mw v A Y n 2

Kyy 86
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Add the address

« Add the address in the variable list e s nece A

) . Cancel
1. Open “myVariables” properties e ﬂ
( 1+ Properties & B =

2. Click on “Add custom variable”

3. Fill the fields \ ¥ - |
/ & et Group Name myVariables
*  Name
» GPIOC_ODR £+ Access point 0
* Address [3 Executable myVarConfig (STM32H735G-DK.elf) v | ¢
» 0x58020814
= Variable list
° e —
Type Name Start Address Type
. . 2XXXTT3%xX) @ processing on =
> Unsigned 8-bit basicCounter 0x2400802c | | Unsigned 16-bit v
4. Click on “Done” GPIOC_ODR 0x58020814 | | Unsigned 8-bit v || x
;:- ClearGg
. 1 >
* The name is mandatory e T —
» For humans

v Acquisition parameters

» For STM32CubeMonitor software

7
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« Launch the acquisition
1. Click on “DEPLQOY”, then “DASHBOARD”
2. Click on “START ACQUISITION”

> “basicCounter” is displayed
» The GPIOC_ODR is also displayed

Lys
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Read in MCU register fixed address

Monitor and visualize

Chart

START ACQUISITION STOP ACQUISITION CLEAR GRAPHS
40

3 Show Points

8 39 40 41 44 45 45 47
@ GPIOC_ODR ® basicCounter
IMPORT DATA
[

cCounter
WRITE

FE)
Time (s)

X X
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We have seen...

 How to configure the flow
» How to connect to the STM32 MCU board through ST-Link
» How to get the variable names from the executable file

 How to access to the STM32 memory

» Read / Write using the variable name

» Read / Write using the address
« Allthe STM32 address space is accessible

 How to add a widget to the dashboard
» Drag & drop on the flow editor

> Insert in the flow
Make the connection with previous and next node

Kyy 89
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STMH72X/3X Demo flow

« An example of customization
» More widgets

» But same concepts

* Let's import the flow

Lys o



Disable a flow

* Disable the “Basic_Flow”
1. Double-click on the “Basic_Flow” tab

2. Click in Enabled
> It is changed to disabled

3. Click on Done
» The “Basic_Flow” tab remains in the flow editor but no “Home” tab will be accessible in the dashboard.

@ Basic_Flow + =
Basic_Flow Edit flow: Basic_Flow
Delete Cancel -
write panel
A 5 Acquisitior

START Acquisition ¥ Name Basic_Flow myVariables myProbe_Out

|
I ' e STOP Acquisition
STOP Acquisition h1 | h2 | h3 B | I = | = (66| = % &

1~ # Basic flow to start with STM32CubeMonitor.

myProbe_in - = myVanables = myChart

| e ) l:
i —
-

- @ Disabled Clear Graphs

O Enabled

Kyy 02
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Import a flow

 Please click on “DEPLOY”

» If not closed and acquisition not stopped, the
dashboard is disabled and the ST-Link is relaxed.

* Open the menu and select import
1. Click on the menu _ ) Eo
2. Click on “Import” sz ® = =]

Search flows

myVariables myProbe
Shib Y = Configuration nodes

Flows

Subflows
Settings
myProbe_In = myVariables = myChart Keyboard shortcuts

About STM32CubeMonitor
Help

Kyy 03
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* Import from a file

1. Click on “select a file to import”
2. Openthe STMH72x/3X Demo flow

> In C\STM32H7EcoWS\STM32CubeMonitor

» STM32H72x-3x WS.json

Lys
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Import a flow

CubeMonitor

Q filter nodes

]

~ subflows

~ function

P

~ STMicroelectronics .|

»

|
|
|
|
|
|
|
|
|
|
|
v/

STM32 f’

(O]

STA

i std

Import nodes

Clipboard

Library

Examples

Import to

Paste flow json

current flow

new flow

. select a file to import 9

— (]

PLOY (Z' DASHBOARD =

[ open
« v 4 > ThisPC > Windows (C:) > STM32H7EcoWS > STM32CubeMonitor
Organize v New folder
STM32HTECOWS A Name -
HandsOn01 [ STM32H72¢-3x WSjson
HandsOn02

OTFDEC_OSPI_BOOT Test
STM32CubeMonitor

Tools

X
v O Search STM32CubeMonitor »p

=y @ @

Date modified Type

12-Nov-20 11:52 JSON File

File name: | STM32H72x-3x WS.json

Cancel
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Import a flow

Import nodes

. Clipboard Paste flow json or| & select a file to import
* Import from a file
Library [ : {
{

1 Click on “Im rt” “id": "50680ee2.a50cd"
b po Examples "type": "subflow", i

"name": "Single value",

"info": "The 'single value' subflow allows to :\r\n *

Filter Data to extract only one variable after the \"processing
node\" step .\r\n * Modify the message to fit with standard
widgets such as gauges.\r\n * Limit the number of messages to a
maximum of 1@ msg per second.\r\n\r\n### **Input**\r\n\r\nThe
subflow ‘single value' takes in input the “msg.payload” \r\nfrom
the processing output. All the messages sent by the processing

node have the same structure.\r\n\r\n \"payload\": {\r\n
\"groupname\": \"Snapshot2\",\r\n \"variabledata\": [\r\n
{\r\n \Viyd": \"9\",\r\n \N=x\" s
\"1567509421459\"\r\n ¥s\r\n {\r\n

\Viy\": \"9\",\r\n A"x\": \"1567509421459\"\r\n

}s\r\n {\r\n Vy\": V"9\",\r\n -

Importto | cument flow @ new flow

O
Y]
>
O
o]

7
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Import a flow

 The STMH72x/3X Demo flow = e
IS now Vvisible in the flow editor e

(5‘ STOP Acquisition E

 More nodes, more links, but...

Ky o6
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Same flow structure

« One TX path from PC to probe === e
,,,,,,,,,,,,,,,,,,,, 7 T sovame s © o] wepane

START Acquisition (. w
 But 3 variable lists /

o F—
* Only 1 variable can be written in the write panel ] SRR & j

* The sampling frequency is slow or fast I —— :
(r): Cache Enable/Disable { H7Demo.Cmd_Cache _ ;

e,
[é Audio Str ing ON/OFF (.

zé LCD display ONIOFF —————1. | HrDemo.

Cmd_LGD

« And a new way to write in MCU RAM

memory V
» 3 switch widgets allows to write to 3 variables : :
» But the same message to the ST-Link probe e

than the write panel [ f_\

> “write this value at that address”
» 0 for switch OFF, 1 for switch ON

Ky o7
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Same flow structure

. One RX path from probe to PC =~ mowsoes T

START Acqulsmon C

—

. N
« 3 variable processing nodes /

. . . . STOPA i iﬁO ‘;
> Paired with each variable list oyl

r{;

- - - o8
Cache Enable/Disable ("‘-—1 H7Demo. Cmd_Cache

» Again 1 chart but also other output widgets L] ek Sememg P E@/ RETN

LCD display ONJOFF (et H7Demo.Cmd_LGD

T ]

H;;'-l {—

» Text, gauge, LEDs

* |n between, selection nodes

» Select which variable is displayed on which widget
»  Avariable can be displayed on several widgets

»  Several variables can be displayed on a widget

» More customization but...
Nothing more difficult than "Basic_Flow"

Ky o
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Prepare the flow

» Set ST-Link (Monitor to MCU)  _ gusssmmeng)

1. Double-click on “H7Demo to MCU”
2. Click on the pen of “Probe Config”
3. Select the ST-Link probe _
1+ Properties - BENE
4. Click on “Add” o
5. Click on “Done” : Probe Name | Seiect 2 probe R

ST-Link v3-E (_..33935)

« Set ST-Link (MCU to Monitor) S T

* Do the same for “MCU to H7Demo”

Ky 09
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Launch the dashboard

* The dashboard displays

« Known widgets

e 3 Buttons
« START, STOP, CLEAR :;3 U 50

« 1 chart, 1 write panel , .

i N eW WI d g etS CPU cycles / function Perf (%) Function calls

1 gauge
o 3text fields
« 3 switches and LEDs

Cache . Audio stream . LCD display .

ON/OFF  @» ON/OFF  @» ON/OFF  @m

Lys
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e Other firmware will be downloaded to

the board for HandsOn2 and
HandsOn3

 But the same variables will be used.

> Variables in a structure at fixed address
« H7Demo - 0x24000000 to 0x24000008

> Reads and writes at the same addresses

» No need to update the elf file

7
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Variables at fixed address

STM32H72x/3x Workshop Edit variables node > Edit exe-config node
Cancel Update
S
feos @ direct %+ Properties & 3B
LJ START Acquisition —
| -
@ direct
1 Name MySlowVarList
é STOP Acquisition =EE |
T @ direct & Folder | C:\STM32H7ECoWS\HandsOn01
T ) T y I File STM32H735G-DK elf v |
? Cache Enable/Disable | ————— H7Demo.Cmd_Cache ; .

= oo <
LJ Audio Streaming ON/OFF |

[J Expand Variable List

F—
]

; ) ——— i= Variable List
L"ﬁ L0 disoiay QNCER TR SRsmocTa T y Select Name |3 Start Address  Type
o 7 basicCounter 0x2400802c  Unsigned 16-bit
] D1CorePrescTable[0] 0x08001dfc Unsigned 8-bit
| H7Demo.Cmd_Audio 0x24000001  Unsigned 8-bit
M H7Demo.Cmd_Cache 0x24000000  Unsigned 8-bit
_ H7Demo.Cmd_LCD 0x24000002 Unsigned 8-bit
@ processing on H7Demo.NbFuncCalls 0x24000008  Unsigned 16-bit
H7Demo.PerfValue 0x24000006  Unsigned 16-bit

¥/ H7Demo.Status_Audio 0x24000004  Unsigned 8-bit
¥ H7Demo.Status_Cache 0x24000003  Unsigned 8-bit

/ ¥ H7Demo.Status_LCD 0x24000005  Unsigned 8-bit
_| SystemCoreClock 0x24008000  Unsigned 32-bit
-—/—_\ ] SystemD2Clock 0x24008004  Unsigned 32-bit
) @ processing on 7 uwTick 0x24008030  Unsigned 32-bit
@ 2p connected (STM3ZHT200/TR 71 uwTickFreq 0x2400800c  Signed 8-bit
] uwTickPrio 0x24008008  Unsigned 32-bit

® processing on

O Enabled | © 1 node uses this config On all flows v
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e The current firmware Is a
simulation firmware

« The same logic but only dummy actions

« Example of the cache switch
« When HandsOn2 firmware will do

if(H7Demo.5tatus_Cache != H7Demo.Cmd_Cache){
if (H7DEMO_ON == H7Demc.Cmd_Cache){
5CB_EnableICache();
H7Demc. Status_Cache = HYDEMO_ON;

> The Perf varies because of cache on/off

 The current firmware does

PerfPercent += 58;
H7Demo.Status_Cache = H7DEMO_ON;

[ Mode-RED Dashboard

Launch the dashboard

value(s)

Perf Demo

START ACQUISITION

STOP ACQUISITION

[CLEAR CHART|

(1 Snow Paims Perf (%)

E—

0 % 100

Un-Select All

00 05 10 15 20 25 30 35 40 45 50 55 60 65 70 75 80 85 90 95 100 £ nroemo.nbFunccalls

Time (s)
® H7Demo Perfvalue

CPU cycles / function Perf (%)
387 80
Cache . Audio stream .

OMﬁV ° \ ON/OFF  @n

x

IMPORT DATA WRITE

Function calls
2000

LCD display

ON/OFF @)

~

» The cache is always off

H7Demo.

Cmd_Cache

H7Demo.Status_Cache

» The Perfis dummy

Lys
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Remote monitoring

N~
sTM32 N
CubeMonitor

: ¢ multicf displ Dynamic layout of dashboard Ul on PCs,
Native support of multi-format displays tablets, smartphones.

REMRLE Sl SEg IO BT il Monitor across a network with a web browser
server technology

f% ’ﬂ\f 'Um\f'\/\f\ \/\J\f\/j\j 8

Min Max

User .
Application

.
%

Dashboard

STLINK probe
103
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Conclusion

« STM32CubeMonitor is a non-intrusive tool to monitor a running application
» Uses the MCU debug bloc and the SWD protocol

« STM32CubeMonitor is easily customizable.

* We have seen the basics:
How to configure the flow

« How to access to the STM32 memory

How to add widgets to the dashboard

» You are ready to design your own dashboard

Ly
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Going further - Documentation & Links

STM3? .

CubeMonitor




* The help is directly accessible through

the

» Allow to find information to guide the user

7
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menu

» ST Community
» STM32 MCU wiki

=" DEPLOY

+ || = Ll cdask

-

Layo

Tabs &

— O

*

(Z' DASHBOARD

View

Import
Export

Search flows

Configuration nodes
Flows

Subflows

Settings

Keyboard shortcuts

ST Community

About STM32CubeiMonitor
Help

Wiki |

To go further

106




Resources and useful links

Visit our STM32CubeMonitor web page STM32 ‘
CubeMonitor

Read our technical documentation on STM32CubeMonitor “ STM32 MCU wiki

ST

Share use cases with STM32 community Community
- - - . :
Watch our Getting started webinar (video) [\

Read our latest blog post

Kyy 107
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https://wiki.st.com/stm32mcu/wiki/STM32CubeMonitor_tool_suite_overview
https://community.st.com/s/topic/0TO0X000000x33lWAA/stm32cubemonitor
https://www.st.com/content/st_com/en/products/development-tools/software-development-tools/stm32-software-development-tools/stm32-performance-and-debuggers/stm32cubemonitor.html
http://www.st.com/embedded-cubemonitor
https://blog.st.com/stm32cubemonitor/

STM3? ‘

CubeProgrammer




N
sTM3>” N
CubeProgrammer

<T —

internal flash, ext. memory,
option byte

Ventee T

o pband  Bromas Frazut |

— debug interface of JTAG/SWD

§ 7 STM32CubePragrammer

From multiple utilities

w

STM32CubeProgrammer

Memory and File edition

Address 0x08000000 Size Data width 32-bit

Address o a 8 c

0x08000000 11111111 11111111 11111111 11111111
0x08000010 22222222 22222222 22222222 22222222
0x08000020 33333333 33333333 33333333 33333333
0x08000030 44444444 44444444 44444444 44444444
0x08000040 55555555 55555555 55555555 55555555
0x08000050 66666666 66666666 66666666 66666666
0x08000060 77777777 77777777 77777777 77777777
0x08000070
0x08000080
0x08000090 AAAAAAAA AAAAAAAA AAAAAAAA AAAAAAAA
0x080000A0 EEBEBEEE EEBEEEEE BEBEEEEE EEBBEEEE
0x08000080 [{ddedddd [{ddedded [{{dedaed [{{dddded
0x080000C0 DDDDBDDDD DDDDDDDD DDDDBDDDD DDDDDDDD
0x080000D0 EEEEEEEE EEEEEEEE EEEEEEEE EEEEEEEE

ST-LINK Firmware version : V2125M13
SWD frequency = 4000 KHz
Connection mode: Normal
Device 1D: 0x438
UPLOADING
size i 1024 Bytes
Address & 0x8000000
Time elapsed during the read operation is: 00:00:00.108

Ascl

3333333333333333
DDDDDDDDDDDDDDDD
UuuuuuUUUUUUUUUY
FEEFFEFFFFFFFFFT

[ ——

BERRBRBRIIRRBEND
IIIIIIITIIIITIINT
FIVVFPYY 't

i

Verbosity level

Device

Lyy..oonw.

@ Connected

infs

STM32F303x4-

— bootloader interface of UART

- IAP, ISP

life.augmented

to STM32CubeProgrammer

ST-Link

Utility

— upgrade STLINK

P | o

— bootloader interface of USB
— IAP, ISP 109




-
sTM32 NI

CubeProgrammer

All-in-one programmin

Intuitive GUI

[0 STM32CubeProgrammer

st O

CubeProgrammer
Memory & File edition

Device memory n file +

Address 0x08000000 -

Address o
0x08000000 20000C90
0x08000010 00000000
0x08000020 00000000
0x08000030 00000000
0x08000040 0800133F
0x08000050 08001ACB
0x08000060 00000000
0x08000070 08001F39
0x08000080 08001F41
0x08000090 00000000
0x080000A0 08001F4F

STLink Direct Support
(JTAG, SWD)

Size

0x400 Data width 32-bit -

4 1 C
08001F09 08001EES 08001EE7
00000000 00000000 00000000
00000000 00000000 08001EEB
00000000 08001EED 08B001EEF o
08001387 08001A73 08001493 T
08001C3D 08001EAB
08001EF7 08001F35
08001F3B 08001F 3D
08001F43 08001F45
08001F49 08001F4B 08001F4D
08001F51 08001F53 08001F55

08001F37
08001F3F Do
08001F47

08001EB7 = P

ASCI

Option Bytes
Program & Upload

Internal/External
Flash Services

Verbosity level o1 2

1 Connect mode: Hot Plu
48 : Reset mode :
: Device

© Ox00
: 0x40022020
: 32 Bytes

: Ox01
: 0x40022080
: 16 Bytes

: 1024 Bytes
9 : Address : 0x3000000
11:08:49 : Read progress:

11:08:49 :

Hardware reset

ID : 0x466
: UPLOADING OPTION BYTES DATA ...

Time elapsed during the read operation is: 00:00:00.009

Command Line Interface

for Scripting

life.augmented

g software tool

Multi-platform
(Windows, Linux, macOS)

Automatic Mode

Bootloader Interface Support
(USB, UART, SPI, I12C, CAN)

API DLL
for Custom Integration

Trusted Package Creator
(secure programming)

110



stms” |
GubeProgrammer Supported interfaces

STM32CubeProgrammer

ifiguration

Memory & File editing

Devicememory)| Openfile | +

Address v | Size Data width | 32-bit ~ Find Data 0x

No data to display

Software reset

Live Update  Verbosity level (@) 1

M32CubeProgrammer API v2.11.0 | Windows-64Bits
LINK error (DEV_CONNECT_ERR)
LINK error (DEV_CONNECT_ERR)

Reliable

e Disabled

"l 111
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stms” |
GubeProgrammer Supported interfaces

STM32CubeProgrammer

ifiguration

— .
== Memory & File editing

Devicememory)| Openfile | +

Address v | Size Data width | 32-bit ~ Find Data 0x

No data to display

Software reset

Log Live Update  Verbosity level (@) 1

10:55:16 : STM32CubeProgrammer API v2.11.0 | Windows-62Bits
10:55:16 : ST-LINK error (DEV_CONNECT_ERR)
10:33:16 : ST-LINK error (DEV_CONNECT_ERR)

Reliable

e Disabled

"l 112
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CubeProgrammer

Download

S

Verify

) /4

life.augmented

Memory & file editing

m STM32CubeProgrammer - X

-
STM h‘
CubeProgrammer

— Memory & File editing

Device memory| Open file +

Address | 0x08000000 | v | Size | 0x400 Datawidth | 32-bit v | Find Data 0x

Address 0 4 8 C ASCII

0x08000000 B92788CC 10DEF450 17030969 1651E08B I.''Pok.iU...2Q.
0x08000010 825D332F 39BB6DCC 1747631E 39C2095D /3].Im»9.cG.].A9
0x08000020 0B027882 5C30aA28 B52DD807 CCB82A259 %L (F0N.@-pYC. T
0x08000030 737EDB7F 68816900 13EAA34E C9539456 .@~sbizhNfé.V.SE

0x08000040 34699659 CH54A72F 59A2916C 37BEB650 Y.14/8TE] . CYP.%7
0x08000050 852DAF3C CF8COE32 FOO7BDAO 2F6D67D3 < -.2..1 %.d0gm/
0x08000060 6D9A47C8 315B89A5 46B7DABF A7280566 EG.m¥.[1,0-Ff. (&
0x08000070 4ECE9CB6 17cD4349 605E7E04 F10CFEES 9.ANICI..~A"db.A
0x08000080 7B8A1103 AABTT7 547 9829922D 410C284a0 cofGu.r-0). (A
0x08000090 CFAZBBE3 BB6B4CEA 55EB7897 9ASCFOC4 a,CIéLks. xeUAB\ .
0x080000A0 A1908075 D324A604 614D5742 4182F6AS u..j.,30BWMa¥5.A
0x080000B0 98FCA332 AEFBA38C 4AFFC41F9 4F8F31AA 2f0. . f80AL031.0

0x080000C0 D279E07B 84542D72 E4B5E53F 1AEDDACD {ayOr-T.7aeatln.

A-.A0nARARA mrannrCa FrAnseeT P PP AdArnT AR PP E ST ETS

Log Live Update  Verbosity level (@) 1 2

10:58:52 : ST-LINK error (DEV_CONNECT_ERR)
10:58:52 : ST-LINK SN : 0669FF544049878667183240
10:58:52 : ST-LINK FW :V2128M18

10:58:52 : Board  : NUCLEQ-L433RC-P

10:58:52 : Voltage  : 3.26V

10:58:52 : SWD freq  : 4000 KHz

10:58:52 : Connect mode: Normal

10:58:52 : Reset mode : Software reset

10:58:52 ; Device ID : 0x433

10:58:52 : Revision ID : Rev Z

10:58:52 : Debug in Low Power made is not supported for this device.
10:58:52 : UPLOADING OPTION BYTES DATA ...

10:58:52: Bank 1 0x00
10:58:52: Address : 040022020
10:58:52: Size : 20 Bytes
10:58:52 : UPLOADING ...

10:58:52: Size : 1024 Bytes

10:58:52: Address  :0xB000000
10:58:52 : Read progress:

10:58:52 : Time elapsed during the read operation is: 00:00:00.007




>
sTM32” P
CubeProgrammer

STM32CubeProgrammer

STmM

]

CubePrograr

— Memory & File editing

Download

) /4

life.augmented

Size Data width

Select Opt Id Name
- 0x1 fsb11-boot Binary
= 0x3 fip-boot Binary
P 0x4 fsb11 Binary
P 0x5 fsblz Binary
PD 0x6 fip Binary
P 0x10 bootfs System

Q< J<J<J<]

Binaries path

CAPRG MPUWFlashing

none
none
mmcO
mmcO
mmcO

mmcO

Offset

0x00000000
0x00000000
0x00004400
0x00044400
0x00084400
0x00484400

Memory & file editing

- ] *
S RO Yy x LAy

@ cConnected

Binary

tf-a-stm32mpl35f-dk-usb.stm32
fip-stm32mpl35f-dk-optee.bin
tf-a-stm32mp135f-dk-sdcard.stm32
tf-a-stm32mp135f-dk-sdcard.stm32
fip-stm32mp135f-dk-optee.bin

st-image-bootfs-stm3zmp-valid-stm32mpl3-valid.ext4

Live Update Verbosity level (@) 1 2

14:27:31
14:

14:27:31
142731

+ File + fip-stm32mp135f-dk-optee.bin

Size t148 MB
Partition 1D : 0x06

: Download in Progress:

: Time elapsed during download operation: 00:00:02.365
: RUNNING Program ...
142731

PartiD:  :0x06

: Memary Programming .
: Opening and parsing file: st-image-bootfs-stm32mp-valid-stm32mp13-valid.ext4
: File : st-image-bootfs-stm32mp-valid-stm32mp 13-valid.ext4

: Size : 64.00 MB

: Partition 1D = 0x10

: Download in Progress:

: Time elapsed during download operation: 00:00:38.477
: RUNNING Program ...
i+ PartlD: :Ox10

@ & -




smas” P .
CubeProgrammer Full chip erase

STM32CubeProgrammer - X

"I Memory & File editing

Memory & file editing

0x400 Data width | 32-bit  « | Find Data 0x

Erasing & programming

Option byt B92788CC 10DEF450 17030969 1651E08B I.'"Pok.1U...20.

= 825D332F 39BB6DCC 1747631E 39C2095D /3].Im»9.cG.].A9

. FU” ‘:hl FJ Erase 0B027882 5C304AA28 B52DD807 CC82A259 xR0\ LB-pveL T
737EDSVF 68B169D0 13EAA34E C9539456 .@~sDizhNf&.V.SE

Serial Wire Viewer 34699659 CB54A72F 59A2916C 37BEBG50 Y.i4/8T£1.CYP. %7

852DAF3C CF8COE32 FO07BDAD 2F6D67D3 < -.2..1 %.30gm/

6D9A47C8 315B89A5 46B7DABF A7280566 BEG.m¥.[1;0-FF.(§

- 4EC69CEE 17CD4349 605E7EO4 F10CFEES 1. ANICI. .~A"3b.R

Erase entl re 7B8A1103 AABTT 547 9829922D 410C28A0 o dGua®-0. (A
CFAZBBE3 BEGB4CEA 55EB7897 9A5CFOCA a, tTéLk». x8UADN .

h A A1909075 D324A604 614D5742 4182FBAS u..j. $0BWMa¥o.A
C I p m e m O ry 98FCA332 AEFBA38C AFFC41F9 4F8F31AA 2fi. . fa®UAGO®1.0

D279E07B 84542072 E4B5E53F 1AEDDACD {ay0r-T.7aeafls.

mrannCra FrAnsseT P P T A1ArnTAR PR E SN LTS EOS

Live Update  Verbosity level 1 2

NECT_ERR)
0495878667183240

de i not supported for this device,
TES DATA ..

Fault Analyzer - B 20

read operation is: 00:00:00.007

) /4
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CubeProgrammer

R

Erasing & programming

File programming
(.bin, .hex, .srec, .elf)

Automatic Mode

Sector erase

) /4

life.augmented

Erasing & programming

m STM32CubeProgrammer - X
ﬁ o) ¥ ‘
STEII}TheI'r- grammer 1'__' n u L ,’

@ Connected

ST-LINK w

— ) ;
== Erasing & Programming

nory

File path C,128KB.bin

B Browse

Erase selected sectors | Full chip erase

Start address 0x08000000

\:\ Skip flash erase before programming ‘:| Select Index Start Address Size
Verify programming [ ] 0x08000000 2K
[ Run after programming L LRI 2K
o 2 0x08001000 2K
3 0x08001800 2K

4 0x08002000 2K

matic Mode

5 0x08002800 2K
Full chip erase
- 6 0x08003000 2K
| | pownload file
- 7 0x08003800 2K
\_\ Opticn bytes commands 8 0x08004000 2K
9 0x08004800 2K

Start automatic mode | |

Verbosity level e 1 2

Log Live Update

10:58:52 :
10:58:52 :
10:58:52 :

ST-LINK error (DEV_CONNECT_ERR)
ST-LINK SN : 0669FF344949873667183240
ST-LINK FW : V2)28M18

0 & -

10:58:32 : Board + NUCLEQ-L433RC-P
10:58:52 : Voltage  : 3.26V
:SWD freq : 4000 KHz

: Connect mode: Normal

: Reset mode : Software reset

: Device ID : 0x433

: Revision ID : Rev Z

: Debug in Low Power mode is not supported for this device,
: UPLOADING OPTION BYTES DATA ...

: Bank + 0x00

: Address + 0x40022020
: Size + 20 Bytes

: UPLOADING ...

: Size 1024 Bytes

: Address  :0xB000000

: Read pregress:

10:58:32 : Time elapsed during the read operation is: 00:00:00.007




stm”
CubeProgrammer External loaders

STM32CubeProgrammer - X

—
== External loaders

Select Name Board Start Address Memory Size Page Size Type

\ | 512W3A_STM3210E-EVAL STM3210E-EVAL 0x70000000 64M 0x200 NAND_FLASH

| 1542532400F_STM32F4801-DK STM32F4651-DK 0xC0000000 16M 0x1000000 SRAM
1542532800G_5TM227691-EVAL STM327691-EVAL 0:xC0000000 M 0x%2000000 SRAM

IS6TWV102416BLL_STM324x31-EVAL STM324x31-EVAL 0x%64000000 2M 0x200000 SRAM

1S61WV102416BLL_STM324xG-EVAL STM324xG-EVAL 0x64000000 M 0x200000 SRAM

1S6TWV102416BLL_STM327691-EVAL STM327691-EVAL 0x68000000 ZM 0x200000 SRAM

. External loaders

| IS6TWWV51216BLL_STM3210E-EVAL STM3210E-EVAL 0x68000000 ™ 0x10000 SRAM

ISBEWV51216EBLL_STM32723E-DISCO STM32723E-DISCO 0x60000000 512K 0x80000 SRAM

[ 1566WV51216EBLL_STM32F413H-DISCO STM32F413H-DISCO 0x&0000000 512K 0x80000 SRAM
M24LR-A_STM32303C-EVAL STM32303C-EVAL 0x00000000 8K 0x2000 12C_EEPROM

M24LR-A_STM32373C-EVAL STM32373C-EVAL 0x00000000 8K 0x2000 12C_EEPROM

Program External
memory

M24LR-A_STM324x91-EVAL STM324x91-EVAL 0x00000000 8K 0x2000 12C_EEPROM

Log Live Update  Verbosity level (@) 1 2

10:58:52 : ST-LINK error (DEY_CONNECT_ERR)

1 52 : ST-LINK SN : 0669FF544049878667 183240
10:58:52 : ST-LINK FW : V2)28M18

10:58:52 : Board  : NUCLEQ-L433RC-P

10:58:52 : Voltage  : 3.26V

10:58:52 : SWD freq : 4000 KHz

10:5&:52 : Connect made: Normal

10:58:52 : Reset mode : Software reset

52 : Device 1D : 0x435

52 : Revision D : Rev Z

52 : Debug in Low Power mode is not supparted for this device,
10:58:52 : UPLOADING OPTION BYTES DATA ...

10:58:52: Bank : 000
10:58:52: Address  : 0x40022020
10:58:52 : Size : 20 Bytes
10:58:52 : UPLOADING ...

52: Size 1024 Bytes
1 52: Address  :(0x8000000
10:58:52 : Read progress:

10:58:52 : Time elapsed during the read operation is: 00:00:00.007

) /4
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CubeProgrammer

Option bytes

Read & Program
option Bytes

) /4
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Option Bytes

[I] sTM32CubeProgrammer - X

S
STM \‘
CubeProgrammer

— Option bytes

Description

Read protection option byte

The read protection is used to protect the software code stored in Flash memory.
AA T AA: Level 0, no protection

BB : or any value other than OxAA and 0xCC: Level 1, read protection

CC: Level 2, chip protection

> BOR Level

v User Configuration

MName Value Description

NRST STOP Unchecked : Reset generated when entermg.slop mode
Checked  : No reset generated when entering Stop mode

nRST_STDBY Unchecked : Reset generated when entermg.Slandby mode
Checked :No reset generated when entering Standby mode

NRST SHOW Unchecked : Reset generated when entermg.lhe Shutdown mode
Checked  : No reset generated when entering the Shutdown mode

IWDG_SW Unchecked : Hardware_lndependant watchdog
Checked : Software independant watchdog
P m Unchecked : Freeze IWDG counter in stop mode v

¥ Some of the option bytes might be hidden or clipped Use the mouse wheel or the touch pad to scroll down

T

Live Update  Verbosity level (@)1 2

3

ST-LINK error (DEV_CONNECT_ERR) cg
ST-LINK SN : 0660FF544049878667183240
ST-LINK FW :V2J28M18 B
Board  : NUCLEO-L433RC-P
:Voltage :3.26V
+SWD freq : 4000 KHz
: Connect mode: Normal
: Reset mode : Software reset
i Device ID : Ox435
Revision ID : Rev Z
Debug in Low Power mode is not supported for this device,
UPLOADING OPTION BYTES DATA ..
: Bank : 0x00
i Address : 0x40022020
: Size : 20 Bytes
UPLOADING ..

Size : 1024 Bytes

Address : 0x8000000
: Read progress:

10:58:52 : Time elapsed during the read operation is: 00:00:00.007
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™32
CubeProgrammer

STM32CubeProgrammer

QTP MPU

Structure version; 2 Global state:  0x00000000 Stater  Secure Open

Download file

OTP MPU

@ Connected

Value Status
OTPO 0x00000017 0x30000000

OTP1 0x00008800 0x10000000

CFG2  OTP2 0xD0100000 0x18000000
v CFG3 OTP3 0x00000000 0x00000000

qspi_not_default_af 0x0

emmc_if_id 0x0
sd_if_id 0x0
no_cpu_pll 0x0

no_usb_dp_pullup  0x0
uart_instances_dis.. 0x00
no_data_cache 0x0
boot_source_disa... 0x00

second_boot sour... 0x0

OTP
programming .

CFG4  OTP4 0x00000000 0x08000000
» CFG5 OTP5 0x00000000 0x00000000
» CFG6  OTP6 0x00000000 0x00000000
> CFG7 OTP7 0x00000000 0x00000000
CFG8  OTP8 0x00000010 0x10000000
> CFG9 OTP9 0x00000000 0x00000000
CFG10 OTP10 0x00000000 0x00000000
CFG11  OTP11 0x00000000 0x00000000
CFG12 OTP12 0x00000005 0x00000000
DO OTP13 0x80188002 0x00000000

Description

Shadow write sticky lock | Shadow read sticky lock

Shadow write sticky lock

Sticky programming lock ow write sticky lock

0:QSPI uses default hard coded AFmux 1:QSPI no default AFmux

0:Source is default SDMMC2 1:5SDMMC1 2: SDMMC2

0:Source is default SDOMMC1 1:SDMMC1 2:SDMMC2

0:PLLs for CPU/AXI are enable 1:PLLs for CPU/AXI are disable

0:USB DP pull-up is set 1: USB DP pull-up is not set

Disable instance Ox1: Reserved 0x2: USART2 Ox4: USART3 0x8: USART4 Ox10: USART5 0x20: USART6 0x40: USARTY 0x80: USART8
0:Data cache is used by bootrom 1:Data cache is not used by bootrom

Disable boot source 0x1: FMC 0x2: QSPI NOR 0x4: eMMC 0x8: SD 0x10: UART 0x20: USB 0x40: QSPI NAND
0:NOT defined 1:FMC NAND 2:QSPI NOR 3:eMMC 4:5D 5:QSPI NAND

0:NOT defined 1:FMC NAND 2:QSPI NOR 3:eMMC 4:SD 5:QSPI NAND

0: HSE is autodetected 1: 24 MHz 2: 25 MHz 3: 26 MHz

Sticky programming lock

Shadow write sticky lock

a0 (I

Live Update  Verbosity level (@) 1 2

Memory
Opening and parsing file: fip-stm32mp135f-dk-optee bin
¢ File  :fip-stm22mp135f-di-opteein

Size 148 M8

164924 ; Partition ID : 0x06

16:49:24 : Download in Progress:

16:49:26 : Time elapsed during download operation: 00:00.02.078
16:49:26 : RUNNING Program ..
164926 PartiD;  :0x06

16:49:26 : Memery Programming
M | 150,26 ; Opening and parsing file: st-image-bootfs-stm32mp-valid-stm32mp13-valid.cxtd

4
B
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sTM32" N

CubeProgrammer

m MCU core

Manipulate register

) /4
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MCU core

STM32CubeProgrammer -

-
sTmz2 W Lo
CubePrograr 1l n n v

RO: 0x1 R7: 0x0 LR: 0x20003681

R1: 0x0 R&: ox0 APSR:

R2: 0¥3000000 R9: 0x0 IPSR: Software Resat

R3: 0X8000000 R10: 0x0 EPSR: Hardware Reset

R4: 0x0 R11: 0x0 XPSR: 0x21000000

Core Reset
RS: 0x0 R12: 0xd PSP: 0x0

RG: 0x0 SP: 0x20003E2C MSP: 0%20003E2C

PC: 0x20003000

Read Core Reg

Core ID:

Core State:

Live Update Verbosity level (@1 2

1 UPLOADING ...

: Size : 2048 Bytes

: Address + 0x8000000
: Read progress:

@& -

14:54:03 : Time elapsed during the read operation is: 00:00:00.005
14:34:20 : Flash sector erase ..

1: UPLOADING ..

Size 14 Bytes
Address : 0xEOOQEEDS
1:Read progress:

Target informati

16:09:21 : Time elapsed during the read operation is: 00:00:00,000
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Hard Fault Analyzer

STM32CubeProgrammer




Lys
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ST-LINK

STM32CubeProgrammer

Hard Fault Analyzer

STM32 MCU

Overview

0z8000£a0: Dz40010008  DC32
0zB000fad. Dz4B000400  DC32
0z8000fa8: Dz4B000800  DC32
0z8000fac: Dz4B000c00  DC32
Db Bl R e =152
0z8000£bd: Dz4B00400  DC32
0z8000£b8: Dz4B001800  DC32
0z8000fbc: Dz40010400  DC32
0zB000fc0: Dz40010404  DC32
0z8000fc4: Dz40010408  DC32
0z8000fch: 0z4001040c  DC32
0z8000fcc: Dz40010414  DC32
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Hard Fault Analyzer Ul

m 5TM32CubeProgrammer

]
stmao W
CubePr

= rault Analyzer - BETA

No Hard Fault detected Analys

Hard Faults

= Bus error on a vector read error (VECTTBL)

= Fault that is escalated to a hard fault (FORCED)

= Fault on breakpoint

on (DEBUGEVT)

= Fa

ty instruction address

= Faulty called function address

Bus Faults

= During exception stacking (STKERR)

= During exception unstacking (UNSTKERR)

= During instruction prefetching, precise (IBUSE

= During lazy floating-point state pre

« Precise data access error, precise (PRECISERR)

= Imprecise data access error, imprecise (IMPRECISERR)

= BFAR

Clear Window

1

@ cru:ruNNING

Usage Faults

= Undefined instruction (UNDEFINSTR)
= Attempt to enter an invalid instruction set state (INVSTATE)

= Failed integrity check on exception return (INVPC)

= Attempt to access a non-existin ocessor (NOC

= lllegal unaligned load or store (UNALIGNED)
= Stack overflow (STKOF)

- Divide by 0 (DIVBYZERQO)

3 Memory Management Faults

= Fault on instruction access (IACCVIOL)

= Fault on direct data access (DACCVIOL)

= Context stacking, because of an MPU acce ation (MSTKERR)

king, because of an MPU access v on (MUNSTKERR)
= Floating point lazy state preservation (MLSPERR)

* MMFAR

CPU

Register

* NVIC position: -
- Execution mode ;-

= Stack memory region: -

Log

Live Update  Verbosity level ® 1 2

olo|e®

100%
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Demo 1: Division By Zero

Device : STM32L476 Nucleo Board
Interface : STLINK via SWD

Scenario : Division By Zero from an EXTI Handler

Fault type : Usage Fault, Devide by O error IS 71
(DIVBYZERO)

Nucleo L476RG
Arduino Headers

EXTI 1 5 PC 13 4 USER_BUTTON
PWM4/3
pwma/a | BPINES
IOREF e | T
NRST Anli:‘Og P
o
erial1 TX
GND eriall TX
GND
VIN [
S3 TXJS2 SCK]
seriala 1 | B M
P |
SPI1 NSS| Analogout P
P P erial1RX|
DA T p ¢ P S nalo
C3 LPSenaIlRX - - SenaIZRX t: |
’ l CN8 CN9
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Demo 2: illegal READ

Device : STM32U574ZI1-Q Nucleo Board
Interface : STLINK via SWD

Scenario : Read a non accessible memory region

Fault type : Bus Fault, Precise data access error
(PRECISERR)

Ly 125
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Register Viewer




Overview

* Functionalities:
v'Visualize all the MCU and core registers.
v’ Modify the MCU registers values.
v’ Save MCU registers values into a log file.

CLI Command:
-regdump <file_path.log> [choice=<number>]

Note: Access using SWD/JTAG.

’l 127
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STM32CubeProgrammer - X

-
stmz2 W
CubePrograr 18er

E Registel onnected

STM32L0x0

s
' Device :

Access Address

0x00000000 ReadWrite @ 0x40010800
» CR2 0x00000000 Readwrite @ Ox40010204
P SMCR 0x00000000 ReadWrite @ 0x40010808
» DIER 0x00000000 Readwrite @ 0x4001080C
SR 0x00000000 ReadWrite @ 0x40010810
P EGR WriteOnly WriteOnly @ 0x40010814
» CCMRI1_Cutput 0x00000000 ReadWrite @ Ox40010818
» CCMR1_Input 0x00000000 ReadWrite @ 0x40010818
P CCER O0x00000000 Readwrite @ 0x40010820
P CNT 0x00000000 ReadWrite @ 0x40010824
P psC 0x00000000 Readwrite @ 0x40010828
» ARR 0x00000000 ReadWrite @ Ox4001082C
» CCR1 0x00000000 ReadWrite @ 0x40010834
P CCR2 O0x00000000 Readwrite @ 0x40010838
» OR 0x00000000 ReadWrite @ 0x40010850

Apply Reac( @ crurunnnG !

Log Live Update  Verbosity level (@) 1 ]

124330 ST-UNKFW - VZIZ0MT
12:43 oard  : NUCLEQ-LOTORE

. 12:43:31 : Voltage  : 3.26V

(B & -

@ 12:43:31:SWD freq 4000 KHz

12:43:31 : Connect mode: Hot Plug
12:43:31 : Reset mode : Software reset
12:43:31 : Device 1D : 0x447 Target inforrr
12:43:31 : Revision ID : Rev £

12:43:31 : Debug in Low Power mode is not supperted for this device.
12:43:31 : UPLOADING OPTIOM BYTES DATA ..

12:43:31: Bank : 0x00

12:43:31: Address : 0x4002207c

12:42.21 . 10 Bust

D \,
®

) /4
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Serial Wire Viewer




Overview

« Display printf data sent from the target
SWO

« Available through the SWD interface

» User application should configure the ITM
and SWO pin to generate the trace.

<
sTm32 U
CubeProgrammer

« Less intrusive compared to UART/VCP. Target

SWV| Sernial Wire Viewer

"l 131
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Functional description

[& sTM32CubeProgrammer - [m} *

» Specify target system clock frequency. — LR

« Select the corresponding stimulus port
at which the application is sending data.

wulus port: | All - Activate colors @

* Click on the start button.

« Optionally generate a .log file.

Verbosity level @

« Optionally enable colored traces output.

in real time in the file: CAlog\swo.log

 Feature available on both CLI and GUI.

7
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STM32Cubeprogrammer v2.14.0 release information

eUpdated the support for the entire STM32H5 series:
— Debug authentication with password or certificate
— Authentication key provisioning
— Key generation
— Firmware encryption and signing
— Certificate generation
— SFl support, secure manager install, and module install/update
e Added support for microcontrollers in the STM32L5 series and STM32WL series:
— SFl integrity check
e Updated support for the STM32U5 series:
— SFI support for the STM32U535/545, STM32U575/585, STM32U595/5A5, and STM32U599/5A9 product lines
e Added support for the STM32U5Fxxx and STM32U5Gxxx microcontrollers:
— SFl support: user interface and command-line interface
— SFIX support:
° Via debug: user interface and command-line interface
° Via bootloader: command-line interface only

Refer to the STM32CubeProgrammer software description user manual (UM2237) for details.

"l 133

life.augmented



S FENEE - WIS

T 1) S ) e 3 -

TR
it dn | \ -.1.
. i e “g A

- -

life.augmented



From ST-Link V2 to STLInk-V3

STLINK-V3MINIE

I STLINK-V3MODS
_ST-LINKV2 B-STLINK-VOLT
ST-LINK/V2-1SOL B-STLINK-ISOL
STLINK-V3SET

135
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STLINK-V3 tools enable developers
to debug / program with more efficiency

I“ o000
USB COM OUT Al 2

UT  AUX )
o
o}

|

GND (§9)l

A

More Flexible

136




STLINK evolution

-
Energy profiler =0
¢
L p—
. - ==
Voltage adaptation == l:

1.65-3.3V

Virtual COM port/

USB bridge - = = :

Tl e

Debug/Program ke i e 5
A

STLink-V3SET B-STLink-VOLT .
STLink-vaMoDS B STLink-V3MINIE STLINK-VSPWR
"l 137
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...to address a large diversity of needs

STLINK-V3SET

Easy addition of
multi-path bridge

and
debug connector
formats

USB to :
UART
SPI
CAN
12C

GPIOs

Adapter board

Connector formats :

STDC-14
JTAG-20

138
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STLINK-V3SET a scalable debugger/programmer

Easier

ISTE

STLINK-V3SET
35%

JTAG / SWD / SWV (STM32 debug)
SWIM (STMS8 debug)

Drag and drop flash programming
Virtual COM port

J

Performance boost (vs STLink/V2)
Optimized algorithms

USB 2.0 High Speed interface )

More flexible

Extension boards
Multi-path bridge (through adapter board)

139




STDC-14
(JTAG / SWD

nal

pu -

o W b

s} =

4;;"&:::4‘,\,

R3 R2 RL
A

=

gMd™ NS

STM32F7
mcu

USB 2.0
High-speed

"[ Base board
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STLINK-V3SET anatomy

STDC-14
(JTAG / SWD

JTAG-20

L
1

gellg = _swoe=
[z} ‘. |BCLK =
& T_uccE=

- 4CN§
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Adapter board

Virtual COM
Port (VCP)




STLINK extension boards

Voltage adaptation

« 1.65 - 3.3V voltage adaptation for debug / virtual
COM port / bridge signals

B-STLINK-VOLT . Compatible with STLINK-V3SET casing
20%

Galvanic isolation & Voltage adaptation

« 1.65 - 3.3V galvanic isolation and voltage adaptation
for debug / virtual COM port / bridge signals

. Compatible with STLINK-V3SET casing

B-STLINK-ISOL

40%

"l 141
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Small STLINK-V3MINIE makes big difference

More performance at lower price

vs STLIink/\VV2

« JTAG/ SWD / SWV debug interfaces
« USB Type-C High Speed interface

Facilitate in-the-field FW update

* Virtual COM port
* Tiny size 15 x 42 mm

e 3D printer files for slim casin
\ P J /

TMF =
LE B
R~

Direct support of power-constrained

loT products

STLINK-V3MINIE
11$ » \oltage adaptation 1.65-3.3V

"l 142
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STLINK-V3MODS, a ready-to-use module
for your custom boards

Performance boost

=£1_1_: vs STLink/V2
— « JTAG / SWD /SWV debug interfaces
STLINK-V3SET « USB 2.0 High Speed interface

Small size, small price

* Footprint 15 x 30 mm
* Price below 9%

Multi-path bridge

STLINK-V3MODS * Virtual COM port |
« Drag and drop programming

8.25% « USB to UART/SPI/I12C/ CAN/ GPIOs

"l 143
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STLINK comparison

Features STLink/ | STLink- | STLink- | STLink- | B-STLink- | STLink-
\V V3MODS | V3MINIE | V3SET ISOL V3PWR

Mcus supported
Casing

USB

SWD max
read data rate

Virtual COM port
Multi-path bridge

Target voltage

Energy profiler

Price

Ly
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STM32
STM8

*

Full Speed
(12Mbit/s)

150 kByte/s

No
No

3.3V

21%$

STM32

(on-board
module)

High Speed
(480Mbit/s)

800 kByte/s

16 MHz

*

3.3V

8.25%

STM32

STL file

High Speed
(480Mbit/s)

800 kByte/s

16 MHz
No

1.65-3.3V

11$

STM32
STM8

*

High Speed
(480Mbit/s)

800 kByte/s

16 MHz

*

3.3V

35%

STM32

V3SET
extension

V3SET
extension

10 MHz

*

1.65-3.3V

40%

STM32

*

High Speed
(480Mbit/s)

475 kByte/s

12 MHz

*

1.6-3.6V

95%
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Software support and Product references

STLINK-V3MINIE / V3AMODS
STLINK-V3SET / V3PWR

STM3? "‘ STM32CubeMonitor
CubeMonitor STM32CUBEMON
STM32 .” STM32CubeProgrammer
CubeProgrammer STM32CUBEPROG
N
sTM32 N STM32CubelDE
CubelDE
IDE toolset
Arm kEiL DE toolse!
[ IDE toolset

"l 145
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STLink-V3Power
energy prof



.Enables energy profiling of any STM32 MCU

||| ece¢
USB COM OUT AUX '
L IIII
1S77 I =
E TP ETEE
Dvt tools Power shield . Energy meter STLINK-V3 Power
Dynamic current | 100nA / 50mA 300nA / 150mA NA up to 500mA
| ranges )
4 I
STM32L0, L4 STM32L0, L4,
Target MCUs STM32WB STM32L5, U5, All STM32 MCUs
N STM32WB, WL y
\_ J \_ y \_ J
X-NUCLEO-LPMO1A STM32L562E-DK STLINK-V3PWR

7
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Optimize the energy efficiency of STM32 mcu applications

Measure dynamic current consumption with high

accuracy

Visualize energy consumption with || ®© 000
STM32CubeMonitor-Power SW tool US8 - COM 0T, MIX

Debug code in sync with energy consumption
measurements

Direct support of Keil and IAR IDEs for power
slgelilllgle]

Programmer with multi-path bridge
17
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STLINK-V3IPWR
95%
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STLINK-V3PWR powerful easy-to-use energy profiler

Current measurement

with wide dynamic range
nNA-500mA

High accuracy (up to +/-0.5%)
Resolution up to 2nA

Programmable output

voltage source
1.6 - 3.6V (under up to 2A)

149




STLINK-V3PWR overview

USB Type-C

high-speed interface
-Simultaneous access of
CubeMonitor-Power and IDEs
-Fast programming with )
CubeProgrammer .

Multi-path bridge
USB to

UART / SPI/12C /
CAN / GPIOs

Debugger / Programmer
SWD / JTAG (STDC14 connector)
Virtual COM port

Debug code in sync with
power consumption
measurements
Programmable voltage
supply for target



& Visualize power data with
STc“ﬂg’gnnomtor-Power STM32CubeMonitor-Power tool

« Graphical rendering in real-time (up to 100 kSPS)

« Acquisition log over large period of time

 Intuitive zoom and navigation into energy
consumption data

Benchmark

» Fast computation of EEMBC ULPMark-CP
scores

"l 151
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—~
sTM32 U
CubeMonitor-Power

.
sTM32 I
CubeProgrammer

>
sTM32 NP
CubelDE

armekeilL

7
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Software support and Product references

STLINK-V3PWR

STM32CubeMonitor-Power
STM32CUBEMONPWR

STM32CubeProgrammer
STM32CUBEPROG

STM32CubelDE

IDE toolset
MDK-ARM

IDE toolset
EWARM

From release v1.2

From release v2.13

From release v1.12

-

From release v5.38a

~N

J

-

-

From release v9.32.2

~N

J
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Summary slide

generation Programming|programming

Main feature Main feature

Available thanks Available thanks Limited
to embedded to embedded Main feature  Main feature Programming monitoring via
STM32CubeMx STM32CubeMx of the flash SWD + IDE
Features Features feature

Main feature

Main feature Please refer to
the slides for
details

Main feature

Advanced
monitoring
—ny 153
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Al solutions



What is Al?

The evolution of Al

Artificial Intelligence (Al)

Early Artificial
Intelligence stirs excitement

2 S

Machine Learning (ML)

Machine Learning

begins to develop Deep Leaming

Deep Learning breakthroughs
drive Al boom

! ! !
1950 1960 1970 1980 1990 2000 2010 2020

7
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Any technique that enables
computer to mimic human behavior

Subset of Al. Algorithms and
methodologies that improve over
time through learning from data

Subset of ML. Learning algorithms
that derive meaning from a huge
amount of data, by using a
hierarchy of multiple layers that
mimic the neural networks of the
human brain
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A new way to add environment awareness

to your products

Create more robust software using Machine Learning on STM32

Standard programming
Handcrafted rules based on experience

Input Data + Procedural

algorithm

Desired output from the system

= Requires domain expertise to code
= Need to rewrite if environment evolves

Ly
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Machine Learning
Rules learnt from real-world data

Input Data + Desired output
from the system

3

General ML model trained
for the specific problem

= Generate code from real-world observations
= Re-learn from data if environment evolves
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Al Is used today In almost every market segment

% Drones White goods
Flying & landing Smart control
Smart Industry
Predictive maintenance

Self-driving Cars
Environment sensing

Smart Home
Event detection

Smart Buildings
Energy saving

Robots
Collision detection

Smart Farming
Optimizing conditions

Personal electronics
Activity recognition

Personal Healthcare
Body measurements

157




Embedded Al technology trend

“Global Shipments of Deep Edge Al Devices
to Reach 2.5 Billion by 2030”

Source: ABI Research

Al technologies are now

embedded inside end devices
(MPU, MCU and sensors).

Growing community and ecosystem of Deep Edge Al technologies focusing on
standalone, low-power and cost-efficient embedded solutions.

o, ’l 158


https://www.prnewswire.com/news-releases/global-shipments-of-tinyml-devices-to-reach-2-5-billion-by-2030--301123076.html

The guest for an ever-SMARTER infrastructure I

Fragmented Connected Trained

Va‘I‘u e

Embedded Al
Edge

Local
functions

] : ) Time
Offline era Online era Onlife era

I'S77 150
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Artificial intelligence at the Edge

Moving part of Artificial Intelligence closer to the data acquisition

brings several benefits

=:'/> Ultra-low latency
N Real-time applications

% Privacy by design

GDPR compliant

“, Sustainable on energy

s
_/l"t More reliability .
S Low-power consumption

Security of data

. 0 Better user experience
No sharing in the cloud P

-
—
-—
" 160

life.augmented



A step too big to climb

Organizations main challenges — Al Skills & datasets

FAILURE RATE FOR ALIOT PROJECTS
(Cisco Connected Research Futures) Lack of adequate data sets

74% Average time to collect & label data

(Mc Kinsey)

Lack of data scientists 130,000
>

15Months

Data Scientist shortfall in the US
(IBM Quant Crunch Report)

EMBEDDED DEVELOPERS

(IDC)

1.2Million

0.2%

With some Al skills

" 161
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For most companies, creating an edge Al device is a
long journey with extraordinary challenges

Investment, complexity and development time are often barriers to Al adoption

RAM & energy
voracious

Important upfront
investment

Cloud

dependency
Lack of data

science resources

No qualified
data sets
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- Start today with deep edge Al

“ If only

This is where we come in




Whatever your company's profile,
you will find an Al solution suited to your needs

Anomaly detection Classification Deep Learning
/ / Engineering
NANOEDGE Al Services

TUDI \§
Embedded developers STUDIO sTM32 NI
= No dataset available Cube Al
= No dedicated Al Team

NANOEDGE Al
STUDIO

ar 53 NANOEDGE Al
E. SP0b10

Team with Al expertise
= Dataset available
= Al Team

-
sTM32 NP

.
sTM32 P Cube.Al
Cube Al

Ky 164
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STM32 comprehensive Al ecosystem

Applications

O PyTorch

MATLAB

Applicative .
Examples @ 1F TensorFlow Lite @ ONNX . Keras

(Function Packs)
NANOEDGE Al
STUDIO .‘ Al Model convertor
Pre and post STM32 ’

Pr_oces_smg CUbe AI G_raph Quantizer Me:mpry
libraries optimizer optimizer

Edge Hardware

STM32 series Discovery kit STM32 Nucleo board Camera add-on

Ky 165
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A tool to seamlessly integrate Al in your projects

Machine Learning

O tearn ) onnx

Deep Learning

L

TensorFlow Lite

Keras @DNNX

7
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Select MCU & upload your model HIGH PERFORMANCE

Optimize and validate EDGE Al PRODUCT

Generate project and deploy

166



For embedded developers

NanoEdge™ Al Studio, an automated ML design solution NANOE?SE% @

A unique solution thought from scratch
HOW DID WE DO IT?

We re-wrote, from the algebra, ML and signal processing
algorithms so that they can LEARN and INFER inside STM32

» Patented technology

» Designed for embedded developers

 Ultra memory efficient (Flash and RAM)

» Unsupervised learning in the device

* No dataset need

» Superior security

« Small footprint, runs on any STM32 microcontroller

» Close to 100% accuracy and confidence

» For anomaly detection, classification and extrapolation problemsie7



For teams with Al expertise

STM32Cube.Al helps you accelerate your embedded development

Easily evaluate, convert and deploy Machine Learning and
Deep Neural Networks on STM32

| An Al extension integrated with STM32Cube MCU
+ development environment to OPTIMIZE and TUNE models,
directly on target

¢ » Develop and train your model with major Al frameworks

¥ TensorFlowlite [ @eat. € ONNX 4\ O PyTorch

MATLAB

Best ML performance on STM32 (MLPerf™ Tiny benchmarks)
Validate performance directly on target

Small footprint, runs on any STM32

To address any kind of problem with ML or CNN libraries

168
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Mainstream
>) MCUs

Ultra-low Power
MCUs

Wireless
MCUs

life.augmented

STM32F3

245 CoreMark
72 MHz Cortex-M4

STM32F0

106 CoreMark
48 MHz Cortex-MO0

STM32L0

75 CoreMark
32 MHz Cortex-M0+

STM32G4

569 CoreMark
170 MHz Cortex-M4

STM32G0

142 CoreMark
64 MHz Cortex-MO+

STM32L1

93 CoreMark
32 MHz Cortex-M3

STM32F2

Up to 398 CoreMark
120 MHz Cortex-M3

STM32F1

177 CoreMark
72 MHz Cortex-M3

STM32L4

273 CoreMark
80 MHz Cortex-M4

162 CoreMark
48 MHz Cortex-M4
48 MHz Cortex-MO+

Making Edge Al accessible to all STM32 portfolio

STM32F4

Up to 608 CoreMark
180 MHz Cortex-M4

STM32L4+

409 CoreMark
120 MHz Cortex-M4

STM32WL STM32WB

216 CoreMark
64 MHz Cortex-M4
32 MHz Cortex-M0+

STM32Cube.Al & NanoEdge Al are compatible with all STM32 series

STM32MP1

4158 CoreMark
Up to 800 MHz Cortex A7
209 MHz Cortex -M4

STM32F7 STM32H7
1082 CoreMark Up to 3224 CoreMark

216 MHz Cortex-M7 Up to 550 MHz Cortex -M7

240 MHz Cortex -M4

STM32L5 STM32U5
443 CoreMark 651 CoreMark

110 MHz Cortex-M33 160 MHz Cortex-M33

- Latest product generation
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Integrate your ML models more easily
with our application-oriented code examples

Computer Vision Face recognition

Time series-based
monitoring

Audio and Sensing

FP-AI-MONITOR1 FP-AI-SENSING1 FP-AI-VISION1 FP-AlI-FACEREC1

» Predictive maintenance and « Human Activity Recognition * Food recognition (CNN) » Face detection and
much more sensor- - Acoustic Scene - Person presence detection recognition
monitgrng apps Classification (CNN) - Fully functional without
° Runs L|bra£:,|es from - Data logging, labeling and - People counting (Object cloud connection
NanoEdge ™ Al Studio result on BLE applications detection NN)

» Image processing Library

"l 170
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We provide everything to kick off your project

Design documentation Hardware and software tools Support & Updates
9 * <)
Be guided step-by- Get started on
step to learn application
STM32 ecosystem development and

project sharing

» Wiki by ST is a great forum to learn and » Evaluation platforms for STM32 « ST Community: STM32 ML & Al group
start developing Al on STM32! MCU/MPU . Competence center

 Videos of application examples » Extra sensor boards Bl T GET e A

» Massive Open Online Course (MOOC) * Full software suite

« Support center
* Newsletter

— Stay focused on your expertise, we bring you everything else
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Information and sharing: ST worldwide

Get connected to STM32 world!

st.com/stm32 & ST MCU Finder community.st.com

i i : facebook. /stm32
github.com/STMicroelectronics 3 facebook.com/stm

G youtube.com/STonlineMedia

u twitter.com/@ST World

m linkedin.com/stmicroelectronics
®

[gatic

i YOUKU

Information Product Selector Community/GitHub Social Media

» STM32 Education is now available here (MOOC, OLT, Textbooks, Training Courses)

‘_ www.st.com/stm32education
> /4
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http://www.st.com/content/st_com/en/support/learning/stm32-education.html
http://www.st.com/stm32
http://www.st.com/stmcufinder
https://community.st.com/s/topic/0TO0X000000BSqSWAW/stm32-mcus
http://facebook.com/stm32
https://www.youtube.com/playlist?list=PLnMKNibPkDnF97QnUOFGirl1q0G_4VdDc
mailto:twitter.com/@ST_World
https://www.linkedin.com/company/stmicroelectronics
http://bbs.21ic.com/iclist-49-1.html
http://i.youku.com/u/UNTM5NTAyMTky
https://github.com/STMicroelectronics
http://www.st.com/stm32education

Our technology
starts with You

Find out more at www.st.com

© STMicroelectronics - All rights reserved.

ST logo is a trademark or a registered trademark of STMicroelectronics International NV or its affiliates in the EU and/or other countries. ‘
For additional information about ST trademarks, please refer to www.st.com/trademarks.
All other product or service names are the property of their respective owners.

life.augmented


http://www.st.com/trademarks
http://www.st.com/

	Intro
	Slide 1: Innovations in debugging tools

	STM32CubeIDE
	Slide 2: STM32CubeIDE
	Slide 3: One tool for all your STM32 development
	Slide 4: Free multi-platform development tool
	Slide 5: TO-DO
	Slide 6: SFR-view – 3 use cases
	Slide 7: Favorite list(s)
	Slide 8: Live updates
	Slide 9: Log export and compare
	Slide 10: Add support for cyclomatic complexity
	Slide 11: STM32CubeIDE
	Slide 12: Adding SWO pin
	Slide 13: Enable SWV in the debugger settings(1/2)
	Slide 14: Enable SWV in the debugger settings (2/2)
	Slide 15: SWV: features explored
	Slide 16: STM32CubeIDE 
	Slide 17: SWV: using Data Trace
	Slide 18: Enable SWV Data Trace
	Slide 19: Serial Wire Viewer settings
	Slide 20: SWV: Using Data Trace
	Slide 21: STM32CubeIDE 
	Slide 22: SWV: Using Data Trace Time Graph
	Slide 23: Enable SWV Data Trace Timeline Graph
	Slide 24: Configure SWV settings
	Slide 25: SWV: Using Data Trace Timeline Graph
	Slide 26: SWV: Using Data Trace Timeline Graph
	Slide 27: STM32CubeIDE 
	Slide 28: SWV: printf() redirection
	Slide 29: Redirect printf() to SWO pin
	Slide 30: Enable SWV ITM Data Console
	Slide 31: Configure SWV settings
	Slide 32: SWV printf() redirection
	Slide 33: STM32CubeIDE 
	Slide 34: SWV: Timing Measurement
	Slide 35: Enable SWV ITM Data Console
	Slide 36: SWV: Timing Measurement
	Slide 37: SWV: Timing Measurement
	Slide 38: STM32CubeIDE 
	Slide 39: SWV: Statistical Profiling
	Slide 40: Enable SWV Statistical Profiling
	Slide 41: Configure SWV settings
	Slide 42: Start Statistical Profiling view
	Slide 43: STM32CubeIDE 
	Slide 44: Enable SWV Exception Trace Log
	Slide 45: Configure SWV settings
	Slide 46: SWV: Exception Trace Log
	Slide 47: STM32CubeIDE 
	Slide 48: IDE options: Good-to-know
	Slide 49: IDE options: Good-to-know
	Slide 50: IDE options: Good-to-know

	STM32Cubemonitor
	Slide 51: STM32CubeMonitor
	Slide 52: Several monitors
	Slide 53: Introducing STM32CubeMonitor
	Slide 54: Key features
	Slide 55: Data visualization
	Slide 56: Open community
	Slide 57: Presentation of the tool
	Slide 58: Let's start with STM32CubeMonitor
	Slide 59: The design mode
	Slide 60: Flow structure
	Slide 61: Name and address
	Slide 62: The dashboard mode 
	Slide 63: Read variables from MCU RAM memory
	Slide 64: Variable name
	Slide 65: Get the names from elf
	Slide 66: Get the names from elf
	Slide 67: Get the names from elf
	Slide 68: Get the names from elf 
	Slide 69: Get the names from elf
	Slide 70: Get the names from elf
	Slide 71:                        Monitor and visualize              read in MCU RAM memory
	Slide 72: Monitor and visualize read in MCU RAM memory
	Slide 73: Monitor and visualize read in MCU RAM memory
	Slide 74: Write variables to MCU RAM memory
	Slide 75: Add a widget
	Slide 76: Add a widget
	Slide 77: Add a widget
	Slide 78: Add a widget – done!
	Slide 79: Add a variable
	Slide 80: Add a variable
	Slide 81: Activate the “WRITE” button
	Slide 82: Monitor and visualize write in MCU RAM memory
	Slide 83: Monitor and visualize write in MCU RAM memory
	Slide 84: Read or Write a peripheral register
	Slide 85: Read/write to an address
	Slide 86: From RM0468
	Slide 87: Add the address
	Slide 88: Monitor and visualize Read in MCU register fixed address
	Slide 89: We have seen...
	Slide 90: STMH72x/3x Demo flow
	Slide 91: STMH72X/3X Demo flow
	Slide 92: Disable a flow
	Slide 93: Import a flow
	Slide 94: Import a flow
	Slide 95: Import a flow
	Slide 96: Import a flow
	Slide 97: Same flow structure
	Slide 98: Same flow structure
	Slide 99: Prepare the flow
	Slide 100: Launch the dashboard
	Slide 101: Variables at fixed address
	Slide 102: Launch the dashboard
	Slide 103: Remote monitoring
	Slide 104: Conclusion
	Slide 105: Going further - Documentation & Links
	Slide 106: To go further
	Slide 107: Resources and useful links

	STM32CubeProrammer
	Slide 108: STM32CubeProgrammer
	Slide 109: From multiple utilities  to STM32CubeProgrammer
	Slide 110: All-in-one programming software tool
	Slide 111: Supported interfaces
	Slide 112: Supported interfaces
	Slide 113: Memory & file editing
	Slide 114: Memory & file editing
	Slide 115: Full chip erase
	Slide 116: Erasing & programming
	Slide 117: External loaders
	Slide 118: Option Bytes
	Slide 119: OTP MPU
	Slide 120: MCU core
	Slide 121: Hard Fault Analyzer STM32CubeProgrammer
	Slide 122: Overview
	Slide 123: Hard Fault Analyzer UI
	Slide 124: Demo 1: Division By Zero 
	Slide 125: Demo 2: iIlegal READ
	Slide 126: Register Viewer
	Slide 127: Overview
	Slide 128
	Slide 129: Register Viewer
	Slide 130: Serial Wire Viewer
	Slide 131: Overview
	Slide 132: Functional description
	Slide 133: STM32Cubeprogrammer v2.14.0 release information

	ST-Link Portfolio
	Slide 134: STLink portfolio
	Slide 135: From ST-Link V2 to STLink-V3
	Slide 136: STLINK-V3 tools enable developers  to debug / program with more efficiency
	Slide 137: STLINK evolution
	Slide 138: …to address a large diversity of needs
	Slide 139: STLINK-V3SET a scalable debugger/programmer 
	Slide 140: STLINK-V3SET anatomy
	Slide 141: STLINK extension boards
	Slide 142: Small STLINK-V3MINIE makes big difference
	Slide 143: STLINK-V3MODS, a ready-to-use module  for your custom boards
	Slide 144: STLINK comparison
	Slide 145: Software support and Product references
	Slide 146: STLink-V3Power energy profiling tool
	Slide 147: …Enables energy profiling of any STM32 MCU
	Slide 148: Optimize the energy efficiency of STM32 mcu applications
	Slide 149: STLINK-V3PWR powerful easy-to-use energy profiler
	Slide 150: STLINK-V3PWR overview
	Slide 151: Visualize power data with STM32CubeMonitor-Power tool
	Slide 152: Software support and Product references
	Slide 153: Summary slide

	AI
	Slide 154: AI solutions
	Slide 155: What is AI?
	Slide 156: A new way to add environment awareness  to your products 
	Slide 157: AI is used today in almost every market segment
	Slide 158: Embedded AI technology trend
	Slide 159: The quest for an ever-SMARTER infrastructure
	Slide 160: Artificial intelligence at the Edge
	Slide 161: A step too big to climb
	Slide 162: For most companies, creating an edge AI device is a long journey with extraordinary challenges
	Slide 163: Start today with deep edge AI 
	Slide 164: Whatever your company's profile,  you will find an AI solution suited to your needs
	Slide 165: STM32 comprehensive AI ecosystem
	Slide 166: A tool to seamlessly integrate AI in your projects
	Slide 167: For embedded developers
	Slide 168: For teams with AI expertise
	Slide 169: Making Edge AI accessible to all STM32 portfolio
	Slide 170: Integrate your ML models more easily  with our application-oriented code examples
	Slide 171: We provide everything to kick off your project

	Information and social media
	Slide 172: Information and sharing: ST worldwide
	Slide 173


