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loT Components

Mobile Platform

loT App Architecture

Demos : Mobile App and
Web Application




loT Components

« Hardware comprises of computation, sensing and connectivity at
board level

* Mobile App on I0S / Android Platform for small sets of data /
alarm

« The purpose is consumption of data

« Web Application to monitor large sets of data and do some deep -
/ complex computation of data

* The purpose is both consumption and computation of data
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Wi-Fi

Bluetooth

NFC

GPS

Sensors

Mobile applications




Mobile OS architecture

Media Framework Android Framework

Libraries

Core Services

Core OS
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Hardware Abstraction Layer




Hardware support in Mobile Phones

Near Field Communication
Bluetooth

Motion Sensors

Ambient Light Sensors

Touchscreen - Vertical
. GPS Detection
Fingerprint detection ol A ..o I HHE
tiev Al

Vertical context detection Altitude monitoring
Stair count / Man fall down Indoor V position for E911
‘,’ Pose & Fitness monitoring Ambient pressure monitor
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developers @ Platform
DOCUMENTATION
Overview Guides Reference

On-device search

Games
Tools
Customize or port game engines

Use prebuilt or turnkey game
engines

Game best practices
Optimize

Distribute

Best practices
Testing
Performance
Accessibility
Privacy

Security

DOCUMENTATION

Overview QGuides

App Actions
Slices

On-device search

Games
Tools
Customize or port game engines

Use prebuilt or turnkey game
engines

Game best practices
Optimize

Distribute

Best practices

» Tamtinn
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Reference

Android Studio

Google Play Jetpack Kotlin Docs Games Q, Search

Samples Design & Quality

Android Developers > Docs » Guides Rate and reviev

Near field communication overview =~

Near Field Communication (NFC) is a set of short-range wireless technologies, typically requiring a distance of
less to initiate a connection. NFC allows you to share small payloads of data between an NFC tag and an Andrc
powered device, or between two Android-powered devices.

Tags can range in complexity. Simple tags offer just read and write semantics, sometimes with ane-time-progre
areas to make the card read-only. More complex tags offer math operations, and have cryptographic hardware *
authenticate access to a sector. The most sophisticated tags contain operating environments, allowing comple
interactions with code executing on the tag. The data stored in the tag can also be written in a variety of format
many of the Android framework APIs are based around a NFC Forum standard called NDEF (NFC Data Exchang
Format).

Android-powered devices with NFC simultaneously support three main modes of operation:

1. Reader/writer mode, allowing the NFC device to read and/or write passive NFC tags and stickers.

Samples Design & Quality

Android Developers > Docs > Guides Rateand review 2 GJ

Bluetooth overview -

The Android platform includes support for the Bluetooth network stack, which allows a device to wirelessly exchange
data with other Bluetooth devices. The app framework provides access to the Bluetooth functionality through Bluetooth
APls. These APIs let apps connect to other Bluetooth devices, enabling point-to-point and multipoint wireless features.

Using the Bluetooth APIs, an app can perform the following:
« Scan for other Bluetooth devices.
* Query the local Bluetooth adapter for paired Bluetooth devices.

* Establish RFCOMM channels.

Android Developers

Software APIs su

Entitlements

port

Bundle Resources

Documentation

Property List Key

Near Field Communication Tag Reader Session Formats
Entitlement

The Near Field Communication data formats an app can read. Availability
i0S 11.0+
Framework
Details Core NFC
Key On This Page
com.apple.developer.nfc.readersession.formats Details ©
PossibleValues ©
Type Discussion ©
Array of strings See Also ©

Possible Values

Framework

Core Bluetooth

Communicate with Bluetooth low energy and BR/EDR (“Classic”) Devices. Availability
i0S 5.0+
macOS 10.10+

Mac Catalyst 13.0+

Overview

The Core Bluetooth framework provides the classes needed for your apps to communicate with
Bluetooth-equipped low energy (LE) and Basic Rate / Enhanced Data Rate (BR/EDR) wireless

tvOS 9.0+

watchOS 4.0+

technology.
On This Page
Don‘t subclass any of the classes of the Core Bluetooth framework. Overriding these classes Overview ©
isn't supported and results in undefined behavior. .
Topics @
Core Bluetooth background execution modes aren’t supported in iPad apps running on macOS. See Also ©

Apple Developer



https://developer.android.com/
https://developer.apple.com/

android
studio

P= AndroidStudioProject

Android v |

¥ I Application
v manifests

java
s res
drawable
layout
menu

main_menu.xml

> values
» (o Gradle Scripts

Google Pixel_XL

MEMORY

NETWORK

) /4
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% Application res
_En AndroidManifest.xml|
<?xml version= encoding= 7>
<android.support.constraint.ConstraintLayout
xmlns:

: layout_width=
: layout_height=
: layout_editor_absolute
: layout_editor_absoluteX=

* <ImageView
1id=
: layout_width=
: layout_heigh
:contentDescription=
: layout_const ntBottom_toTopOf=
: layout_constraintEnd_toStart0f=
: layout_constraintHorizontal_b -
: layout_constraintStart_toStart0f=
: layout_constraintTop_toTopOf=
:srcCompat />

<ImageView

aintLayout ImageView

<

CPU at 2.32m

B 34x

e

Palett:

Android Studio (1/2) I

3 Applic

D Pixel v =

2

AppTheme

Q0% ® O ©

¥isoo

=== Sending
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https://developer.android.com/studio

Android Studio (2/2) I

" e Malavidaapp - [C:\Users\Ontecnia\AndroidStudioProjects\MalavidaappProject] - [Malavidaapp] - ..\Malavidaapp\src\main\res\layout\activity_fullscreen.xml - An... o E- |3 .
Fide Edit View Navigate Code Analyze Refactor Build Run Tools VCS Window Help
O E D 1% M 01 | @ R | & |35 [Bmisvidsapp~ | D ¥ b |F @ |$ B & & |2 Q
rmpm/c;m\ D:C)Dmm\bresﬁmlaywt b 'S activity ﬁ.lscreanml)
Q—‘Prp)ect - | D = | B~ I+ o activity_fullscreen.xml % | (® buid.gradle x ] [_ulocalproperbes x l Preview
J1 MalavidaappProject.imi ﬁkFtamel.ajout xmins:android="http://schemas.android.c [l N | fneasas | E
(&> settings.gradle xmlns: tools="http://schemas.android.com/tools"
i} External Libraries android:layout width="match parent”
= -ﬁ- < Android API 19 Platform > (C:\Program : android:layout height="match parent”
@[] android.jar (ibrary home) B android:background="§0099%cc"
o annotabons jar (ibrary home) tools:context=".Software">
&= :
=} rt' © e
a— [l a
& %%l charsets.jar (library home) 5 " ¥ 2 y .
R ii %) <TextView android:id="g+id/fullscreen content’
e i android:layout width="match parent"”
“:" §§ android:layout height="match parent"”
<L L android:keepScreenOn="true"
= ’il javaws j‘ (R"a“’ home; =1 android: textColor="#33b5e5"
- [3 com.sun : android: textStyle="bold"
& Egjavax.jnip android:textSize="50sp"
G- E3 META-INF : android:gravity="center"”
@ ] joe.jar (ibrary home) & android:text="gstring/dummy content” />
5[] jfr.jar Gibe
+ g%] ifxrt.jar (ibrary > <f!-- This Framelayouf insets i1ts children based
Messages Make #;7 ,1;:
» = @ Information: Compilation completed with 3 errors and 0 warnings in 17 sec
=2 @ Information: 3 errors
== @ Information: 0 warnings
% @ o Error: Gradle: Execution failed for task ":Malavidaapp:processDebugResources’.
o > Could not call IncrementaiTask. taskAction() on task ‘:Malavidaapp:processDebugResources’
& B ';_:) C:\Users\Ontecnia\AndroidStudioProjects\MalavidaappProject\Malavidaapp\src\main\res\values\attrsoiml
= @) Error: Gradle: Attribute "buttonBarStyle™ has already been defined
4+ 9 &) Error: Gradle: Attribute "buttonBarButtonStyle™ has already been defined
‘ ’ »
, [ # Compilation completed with 3 errors and 0 warnings in 17 sec (moments ago) [ i1 ]u= :E F-8 I > 8 W
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Xcode File Edit View Find

v B Fruta

B README.md
~ @ Shared
B FrutaApp.swift
8 Assets.xcassets
> @ Model
v @ Orders
B OrderPlacedView.swift
B RewardsView.swift
B RewardsCard.swift
B PaymentButton.swift
> @ Navigation
> @ Smoothie
> @ Recipe
> @ Ingredients
> @ Components
> il Styles
> @ Widgets
v il i0S
B iOS.entitlements
B Info.plist
B VisualEffectBlur.swift
B AppTabNavigation.swift
> i iOS Clip
> [ iOS Widgets
> I macOS
> @ macOS Widgets
~ [ Packages

. B AltritinnCante

0@

Navigate Editor Product Debug Source Control Window Help

. Fruta i0S ) & iPhone 12 Fruta | Build for Previews Fruta iOS: Succeeded | Today at 9:41 AM

< B OrderPlacedView.swift B README.md B Fruta.xcodeproj B Assets.xcassets

® Fruta ) [l Shared ) [l Orders ) [B) OrderPlacedView.swift ) [P] body

struct Card: View {
var title: String
var subtitle: String

var body: some View {

Circle()
.fill(BackgroundStyle())
sOver lA‘v"n'(

VStack(spacing: 16) {
Text(title)
f (Font.t
Text(subtitle)
f (- tem( .t ne. desian: .rounded
Summary
A view that displays one or more lines of read-only text.

Declaration

@frozen struct Text

Discussion

A text view draws a string in your app’s user interface using a font that's
appropriate for the current platform. You can choose a different standard font, like
or , using the view modifier.

Text("Hamlet")
.font(.title)

If you need finer control over the styling of the text, you can use the same modifier to
configure a system font or choose a custom font. You can also apply view modifiers like
or to further adjust the formatting.

Text("by William Shakespeare")
.font(.system(size: 12, weight: .light, design: .serif))
.italic()

A text view always uses exactly the amount of space it needs to display its rendered
contents, but you can affect the view's layout. For example, you can use the
modifier to propose specific dimensions to the view. If

=200

Xcode IDE (1/2)

Tue Sep 15 9:41 AM
+ B

B RewardsView.swift B RewardsCard.swift

© © @rreview 0OJ

= VStack

f@ePoe@EnhaxeE



https://developer.apple.com/develop/
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Toolbar

Editor area

Xcode IDE

e 0 e
» B | A (@ iPhone Retina (...
s = Q 4 © == ©

+ ' Adventure
= > targets, multiple platforms

¥ __ Adventure - Shared
¥ _IScene

i APAMultiplaye...aracterScene.h

.m APAMultiplaye...aracterScene.m

1 APAPlayer.h

.m APAPlayer.m
I APAAdventureScene.h

S R AAGO AT, =
»  Sprites
> A
> Utilities
. Adventure - OS X
. Adventure - iOS
___ Assets
» _ Sounds
> ul
»  Texture Atlases
»  Environment
¥ Particles
° MagicParticle.sks

1+ ea®

Navigator area

"™ Adventure.xcodeproj —| . APAAdventureScene.m

l Running Adventure on iPhone Retina (4-inc|y) No Issues J

Wi <« » [N Adv..)_ > .m APAAdventureScene.m > [[] -addSpawnPoints
[self addCollisionWalls];

(void)addBackgroundTiles {
// Tiles should already have been pre-loaded in
+loadSceneAssets.
for (SKNode xtileNode in [self backgroundTiles]) {
[self addNode:tileNode atWorldLayer:APAWorldLayerGround];

|

(void)addSpawnPoints {
// Add goblin caves and set hero/boss spawn points.
B for (int y = 0; y < kLevelMapSize; y++) { Thread 1: breakpoint 2.1
i for (int x = @; x < klLevelMapSize; x++) {
CGPoint location = CGPointMake(x, y);
APADataMap spot = [self querylLevelMap:location];

// Get the world space point for this level map pixel.
CGPoint worldPoint = [self
convertLevelMapPointTowWorldPoint: location];

if pot.bo ocation <= 200

" PAAdventureScene addSpawn...
¥ |, self = (APAAdventureScene *) 0x97f5f20

» APAMultiplayerLayeredCharacterScene

» _heroes = (__NSArrayM *) @"0 objects”

» _goblinCaves = (__NSArrayM *) @"0 objects”

Auto 3 | © @ (®

Debug area

Target Membership
v /A Adventure
v /A Adventure iOS

Text Settings

Text Encoding Unicode (UTF-8)

Line Endings OSX / Unix (LF)

PR

D {} &

Push Button - Intercepts mouse-
down events and sends an action
message to a target object when it's...

Gradient Button - Intercepts
mouse-down events and sends an
action message to a target object...

Rounded Rect Button - Intercepts
mouse-down events and sends an
action message to a target object...

Utility area



IDE features

* Android Studio * 10S
 APK Analyzer * CloudKit Console
« Fast Emulator « Command Line Tools
* Intelligent Code Builder « Dashboard
* Flexible Build Systems * Reality Composer

« Visual Layout Editor
 Realtime Profilers

* Reality Builder
« Swift Ul

Feedback

(o) 4

Recent Activity
(o) 2 ©
Requests

Personal

"I PO =P0~ s BE8B- "BTALW*0 ¢« @l

life.augmented




-

-

-

-

-

-

-

-

-

-

< C @

developers an

Meet Android Studio
Workflow basics
Manage your project
Write your app

Build and run your app
Configure your build
Debug your app
Test your app

Profile your app
Publish your app
Command line tools
Troubleshoot

Known issues

Report a bug

Lys
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Documentation for each platform

() https://developer.android.com/studio/intro

Android Studio Google Play Jetpack Kot

Android Developers > Android Studio > User guide

Meet Android Studio

Android Studio is the official Integrated Development Ei
IDEA [4. On top of Intellid's powerful code editor and d
enhance your productivity when building Android apps,

s A flexible Gradle-based build system

A fast and feature-rich emulator

A unified environment where you can develop for

* Apply Changes to push code and resource chang:

Code templates and GitHub integration to help yo

« Extensive testing tools and frameworks

Develop

Xcode

Swift

Swift Playgrounds
TestFlight
Documentation
Videos

Downloads

Distribute
Developer Program
App Store

App Review

Mac Software

Apps for Business
Safari Extensions
Marketing Resources

Trademark Licensing

14



Typical mobile app architecture

30 % & @ 10:20

BlueNRG-Mesh

New Node 01 DIOEK -

F81D4FAE-7DEC-4B53-A154-09448FBAETDA

Element 01 \G/“\I_-/"\l:‘ ) T

New Node 02 EDIOE-

F81D4FAE-7DEC-4B53-A154-1D34409DD9CD

A
\ 4

S|dV aJempieH

DD
Element 01 (&) (vJ el

New Node 03 DIOE-}

F81D4FAE-7DEC-4B53-A154-237080BAE7DA

21607 ssauisng
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DD
(e)(v) s

Element 01
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oT data to cloud

© New device

dWs$s
>

Y Custom name

{8k Device ID

I It's a MAC address

& Technology
@® Wi
O LTE - Cellular
QO LoRa(TTN:
QO sigfox

(O Bluetootn Low Energy

Wi-Fi / Internet

. Connection credentials

o O Create nev
o @ Muiti-account

Certificate PEM string

09:21 %

ST BLE Sensor

o :

—— o —— CONNECT TO A DEVICE - O S S RS EEN B EEE EEE RS EE EEE EEN B EEE EEm RS B EEm EEm B B EEm M e e

BLE Mobile app to Cloud

r © About
ST BLE Sensor
Y/ 16

® 2019 STMicroelectronics
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ST asset tracking dashboard

ASSET-TRACKING PLATFORM

Dashboard and Device Management

1. Register and configure your
devices

Follow this to register a new device based on its
connectivity capability.

2. Look at your devices telemetry
Select one or more device and the window time
interested in, and then visualize telemetry data

received by devices.

3. Analyze the events detected by
our devices

elect one or more device and the window time
interested in, and then visualize events received by

4. Monitor your device on their geo
localization

Select one or more device and the window time
interested in, and then visualize geo-position data
received by devices.

5. Set and detect geofencing events
Select one or more device and draw an area on map
in order to enable tracking of geofence events raised
by devices.




ST asset tracking dashboard

Dashboard (pevice details)

Map (Your devices) Logged as:

C0634504002702E0 sensortile1 Add
(F3:2F . C9AB:85.5E) new

device

Dashboard settings x

NOT CONNECTED Show data of the last- 7 DAYS

Device Status

$ SO P TN RS PPN TP
o FFLEETII TSI ETS

Latitude: 40.91750000000 Longitude: 1427570000000

Lys
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ST Dashboard 18
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ST BLE Sensor App

0B:41 P -

= Environmental

CIF )
S 24.2 ['C]
) 23.9 ['C] -
0.0
_ l o [mBar]
p S — Y00

CONNECT TO A DEVICE

OPEN BLE TOOLBOX

08:41 @2 & -

Mems Sensor Fusion

CREATE A NEw APP ABOUT

" RESET C
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Sensor Node

Lys
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S

Sub1-GHz

Wi-Fi

Gateway Demo

\ 4

il Last telemetry

a8 e




Azure loT Ecosystem

loT device Cload é User

Application Services Apps / Browser

Cloud “Connector” Transport
MQTT
protocols
MQTT, AMQP, HTTPS
I SSL/TLS security ) \ A

TCP/IP stack Storage

Ethernet

Hardware Wi-Fi®

Lys
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Our technology
starts with You

(&bﬁ Find out more at www.st.com

© STMicroelectronics - All rights reserved.

ST logo is a trademark or a registered trademark of STMicroelectronics International NV or its affiliates in the EU and/or other countries. ‘
For additional information about ST trademarks, please refer to .

All other product or service names are the property of their respective owners.
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