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Introduction to IoT




What is 0T ? I
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lOT

Cosumer loT Industrial 0T
Rely on Bluetooth® LE, Wi-Fi and 4G Extend the range of connected objects
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Services QIEIE . _@_ s
« Health tracking Ethernet ,_| A |

* Food lifestyle Network Server 1
R « Weight control -
Wi-Fi . FWI?J date 3G /4G Application server
P 3G/ 4G Ethernet @ Admin control
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Gateway
Bluetooth LE —
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* Wi-Fi to Cloud connection via a Gateway

Ky 5

life.augmented



loT and Wireless connectivity are deeply linked

a Metering = White goods

)’T_ Smart industry
e

BBE smart buildings

ﬁqj Asset tracking

0 Healthcare @ Personal electronics
“
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loT Node




Simple IoT Device I
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Simple loT Device with Edge Al I
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Device
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Smart
Industry

Processing

Ultra-Low
Power

to
High
Performance

@D

Security

O

Scalable
security
solutions

®

The Building Blocks of the 10T Device

. e Power &
Sensmg& Connectivity Cond|t|on.|ng& Motor Control Energy
Actuating Protection

Management

2 || @
Full range of
: 10 cm Nano Amps . Nano Watt
sensors conversion
fo to Y to
and Monitoring
10 km Kilo Amps . Mega Watt
actuators Drivers
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Smart Industry 4.0

Revolution boosted by sensors, edge processing & connectivity (S Ir't
7 oy h Presence & environmental sensing

@060

Edge P05|t|on|rTg, navigation

processing % @

Predictive maintenance
Edge

processing % @ @

Tracking & monitoring

= @6660

Tracking & monitoring

Edge .
| 0000

* Decision
* Action

« Data * Analytics
collection ’ * Post processing

Edge
processing

* Security  Machine learning
* Local * Security
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Processing Security

FSMC 8-/16-bit
(TFT-LCD, SRAM, NOR,
NAND)

19 timers including:
2 x 16-bit advanced motor
control timers
4 x ULP timers
5 x 16-bit-timers
4 x 32-bit timers

Touch-sensing controller
Camera Interface

Lys

life.augmented

Arm®
Cortex®-M33
CPU
160 MHz FPU
MPU
TrustZone®
ETM

LPDMA
FMAC
CORDIC

ART
Accelerator™

Chrom-ART
Accelerator™

Up to
2-Mbyte Flash
Dual Bank

786 KB RAM

MCU Platform : STM32U5

USB OTG +PD,
2x SD/SDIO/MMC, 3 x SPI,
4 x 12C, 1x CAN FD,
2 X Octo SPI,
5 x USART + 1 x ULP UART,
1 x SWP

AES (256-bit), SHA-1, SHA-
256 256, TRNG, PKA, 2 x SAl,
MDF, ADF

1x 14-bit ADC 2MSPS,
1x 12-bit ADC 2MSPS
2 x DAC,
2 x comparators, 2 X op amps
1 x temperature sensor

Lower power consumption
New power management

LPBAM*, DMA and IP autonomous
in LP mode

Higher security
AES and PKA, side attack resistant

Higher level of safety
ECC on Flash and SRAM

Improved data storage
100 kcycles for 512 kB of Flash

Better accuracy
ADC 14-bit



System on Chip: STM32WB

A 2.4GHz wireless dual-core MCU: one die, many possibilities ...

Dedicated RF

CPU
Mu# protocol
CORTEX®-MO+
K,’ L/ € Bluetooth
5.0

STM32WB

A

Leveraging on STM32L4 best in class ultra-low-power MCU Built-in security feature

"l Certified Platform: BLE 5.0, Zigbee 3.0, Thread
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S0C STM32WL I

Single Silicon Die

Ly

STM32WL
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High Perf
MCUs

*

Mainstream
MCUs

=~ Ultra-low Power
MCUs

Wireless
MCUs
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STM32 MCUs and MPUSs

STM32MP1

4158 CoreMark
Up to 800 MHz Cortex-A7
209 MHz Cortex-M4

STM32F2 STM32F4 STM32F7 STM32H7
Up to 398 CoreMark Up to 608 CoreMark 1082 CoreMark Up to 3224 CoreMark
120 MHz Cortex-M3 180 MHz Cortex-M4 216 MHz Cortex-M7 Up to 550 MHz Cortex -M7
240 MHz Cortex -M4
STM32FO0 STM32GO0 STM32F1
106 CoreMark 142 CoreMark 177 CoreMark
48 MHz Cortex-MO0 64 MHz Cortex-MO+ 72 MHz Cortex-M3
STM32F3 STM32G4
245 CoreMark 569 CoreMark
72 MHz Cortex-M4 170 MHz Cortex-M4 Mixed-signal MCUs
STM32L0 STM32L1 STM32L4 STM32L4+ STM32L5 STM32U5
75 CoreMark 93 CoreMark 273 CoreMark 409 CoreMark 443 CoreMark 651 CoreMark
32 MHz Cortex-M0+ 32 MHz Cortex-M3 80 MHz Cortex-M4 120 MHz Cortex-M4 110 MHz Cortex-M33 160 MHz Cortex-M33

- Latest product generation

162 CoreMark
48 MHz Cortex-M4
48 MHz Cortex-M0+

Radio co-processor only

STM32WL STM32WB

216 CoreMark
64 MHz Cortex-M4
32 MHz Cortex-M0+
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Sensing &
Actuating
Accelerometers Inclinometers Vibration sensors Pressure sensors
- -l S
—— ‘—\ ) g
N vy

6-axis IMU

High performance
+ Machine Learning

High accuracy

High reliability

ST Sensors

Temperature
sensors

glf

High-bandwidth
microphones

a
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Connectivity:Low-power RF technologies

€3 Bluetooth'5

Bluetooth® SIG Mesh

Z) LoWPAN

Wearable, healthcare,
smart appliances

* Security
* Interoperability
« BT SIG Standard

Water Meter, Gas S networks, Asset tracking, Remote metering, Slenier petworlfs,
home appliances, home, industrial
Meter : : Sensor-to-Cloud energy management :
industrial automation
* Long range « Mesh topology * Global and reliable « European standard * Mesh topology
* Security By default » Large scale * Geo-localization « Star topology * Large scale
« High receiver « BT SIG Standard « Security by-default * Master / slave * Installation flexibility
sinsivity - IPv6

Ly
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Quick Prototyping of 10T Application

Processor boards (Nucleo 64) Function Packs (FP)
Expansion boards (X-NUCLEO)

@ Sensors :
N2 Motion
Environmental

=/3 Translate

Ky

’5@@ Motor drivers

Q Power

Processing

Application software
and development tools

Integrated Development Environment Ready-to-use
and middleware application-oriented package
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loT Case Study : Smart Metering




The Smart Metering Ecosystem

Household

Household

Data Center

Energy Management

Smart Meter

i
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Data Concentrator 1 !

Energy Sensors

MV / LV Sub Station
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Interfaces

Meteorology

Inductive
Sensor

Electromagnetic
Sensor

Ultrasonic

Sensor

Signal
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Anti-Tempering

Ultra Low
Power
MCU

STM32U5

Connectivity

Long range RF
Short range RF

J

Security

Memory

Real Time
Clock

Power Management

LDO

DCDC

Battery Supply

Water & Gas Meter Block Diagram

MCU
Requirements
> ULP
» SPEED
» MEMORY

» RTC

» AES/RNG
» UART

» ADC
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Metering Gateway I

Interface

Connectivity

e, [

Anti-Tempering

!

Power Management

LDO Concentrator
‘YI 2
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Data Concentrator

/uﬂ.

Da.ta. Center

Interface

Connectivity

| seouy R

Anti-Tempering

Power Management

LDO e

S7
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MV / LV Sub Station
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loT Case Study : High End Gateway




Industrial Gateway

Interfaces

Ed play AWS qulified K&, 34 B wicrosoft szure

Ethernet @

——

Sensing

Processor

SO < ©OBluetooth

Security <

DDR RAM <>

FLASH

Example of STM32MP1
Discovery board used for EDGE
Power Management processing

LDO DCDC

Ly

life.augmented

25



Our technology
starts with You

Find out more at www.st.com

© STMicroelectronics - All rights reserved.

ST logo is a trademark or a registered trademark of STMicroelectronics International NV or its affiliates in the EU and/or other countries. ‘
For additional information about ST trademarks, please refer to www.st.com/trademarks.
All other product or service names are the property of their respective owners.
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