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Security Researcher

Mobile and loT security, witk
focus on exploit development

CEO of Azeria Lalis

Providing loT and Mobil
security services and trainingg.

Arm Innovator

Member of the Arm Innovator
program since its inception.
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Collaboration with Arm

Ongoing collaboration with Arm on
research and developer education.
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List member of Forbes 30 under
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AZERIA

Security researchers and founder of Azeria Labs, working with
large tech companies and law-enforcement agencies on projects
surrounding |oT and mobile security. Interests include reverse
engineering Arm-based devices, security research, and exploit
development for mobile and loT.

- Az:xrixa yA:Zee:f:aLasbs Currently writing two books on Arm Assembly and Reverse
M —— Engineering, and Vulnerability Discovery and Exploit Mitigations .

Website: http://azeria -labs.com/

Book updates Mailing list: https://arm -exploitation.com/

Email: contact@azeria-labs.com
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IOT DEVICES
GROWTH

How many IoT deviceswill be connected
to the internet by 20307

Some say 120 billion, other say 1 trillion. In
any case, the number is BIG.




ARM PROCESSORS
AUTOMOTIVE

Modern cars are equipped with Arm processor
classes used for components such as Powertrain,
Vision ADAS, Navigation and Infotainment, and
Autonomous driving.
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ARM PROCESSORS
MOBILE
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IOT ATTACKSN THE WILD

Microsoft: Russian state hackers are using loT
devices to breach enterprise networks

Microsoft said it detected Strontium (APT28) targeting VoIP phones, printers, and video decoders.

. By Catalin Cimpanu for Zero Day | August 5, 2019 -- 18:30 GMT (19:30
f In L4 BST) | Toplc: Security

MORE FROM CATALIN CIMPANU

Securny

Black Hatand DEF co|  Article by zdnet

CYBER-ESPIONAGE GROUPS INCREASINGLY USING 10T DEVICES

of tens of thousands of home routers using the VPNFilter malware.

of the UEFA Champions League final that was going to be held in Kyiv, Ukraine that year.

Strontium going after loT devices isn't a novel tactic. The same group previously created a botnet
Experts believed Strontium was preparing to use the botnet to launch DDoS attacks on the night

But besides Strontium, other state-sponsored groups have also started targeting lol devices, and

primarly routers. Examples include the LuckyMouse, Inception Framewaork, and Slingshot groups.
N\

Microsoft said hackers used the compromised loT devices as an entry point into their targets'

internal networks, where they'd scan for other vulnerable systems to expand this initial foothold.

"After gaining access to each of the ol devices, the actor ran tepdump to sniff network traffic on

local subnets," Microsoft said.

"They were also seen enumerating administrative groups to attempt further exploitation. As the
actor moved from one device to another, they would drop a simple shell script to establish
persistence on the network which allowed extended access to continue hunting," the OS maker

added.

Using loT to hide behind proxies

Inception is continuing to use chains of infected routers to act as proxies and mask communications
between the attackers and the cloud service providers they use. Certain router manufacturers have UPnP
listening on WAN as a default configuration. Akamai research has found that there are 765,000 devices
vulnerable to this attack. These routers are hijacked by Inception and configured to forward traffic from one
port to another host on the internet. Abuse of this service requires no custom malware to be injected on the
routers and can be used at scale very easily. Inception strings chains of these routers together to create

multiple proxies to hide behind.

Symantec: Inception Framework

This paper in a nutshell:

Slingshot is a new, previously unknown cyber-espionage platform which rivals Project Sauron
and Regin in complexity

Slingshot has been active since at least 2012 until February 2018

We observed almost one hundred Slingshot victims, mainly in the Middle East and Africa

The attackers exploited an unknown vulnerability in Mikrotik routers as an infection vector

Kaspersky: The Slingshot APT


https://s3-eu-west-1.amazonaws.com/khub-media/wp-content/uploads/sites/43/2018/03/09133534/The-Slingshot-APT_report_ENG_final.pdf
https://symantec-enterprise-blogs.security.com/blogs/threat-intelligence/inception-framework-hiding-behind-proxies
https://www.zdnet.com/article/microsoft-russian-state-hackers-are-using-iot-devices-to-breach-enterprise-networks/
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Coast Internet Outage




MIRAI
#NEVERFORGET

DDoS attack on Dyn

October2016

Attack on DNS provider resulted in downtime of high  -profile
websites, including GitHub, Netflix, Reddit, Twitter, PayPal, AWS.

1TB persecond DDoS
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