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AZERIA

M A R I A M A R K S T E D T E R

Security researchers and founder of Azeria Labs, working with
large tech companies and law-enforcement agencies on projects
surrounding IoT and mobile security. Interests include reverse
engineering Arm-based devices, security research, and exploit
development for mobile and IoT.

Currently writing two books on Arm Assembly and Reverse
Engineering, and Vulnerability Discovery and Exploit Mitigations .

Mobile and IoT security, with 
focus on exploit development.

Security Researcher

Providing IoT and Mobile 
security services and trainings.

CEO of Azeria Labs

Ongoing collaboration with Arm on 
research and developer education. 

Collaboration with Arm

Member of the Arm Innovator 
program since its inception. 

Arm Innovator
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Formal Education

List member of Forbes 30 under 
30 in technology, Europe, 2018. 

Forbes 30 under 30

Website: http://azeria -labs.com/

Book updates Mailing list: https://arm -exploitation.com/

Email: contact@azeria-labs.com
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I O T D E V I C E S
G R O W T H

How many IoT dev ices will be connected 

to the internet by 2030? 

Some say 120 billion, other say 1 trillion. In 

any case, the number is BIG.
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ARM 

CORTEX-A | CORTEX -R | CORTEX-M

ARM  P RO C E S S O RS
A U T O M O T I V E

Modern cars are equipped with Arm processor 
classes used for components such as Powertrain, 
Vision ADAS, Navigation and Infotainment, and 
Autonomous driving.
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ARM  P RO C E S S O RS
M O B I L E
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I O T AT T AC K SI N  T H E  W I L D

Kaspersky: The Slingshot APT

Symantec: Inception Framework

Article by zdnet
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https://s3-eu-west-1.amazonaws.com/khub-media/wp-content/uploads/sites/43/2018/03/09133534/The-Slingshot-APT_report_ENG_final.pdf
https://symantec-enterprise-blogs.security.com/blogs/threat-intelligence/inception-framework-hiding-behind-proxies
https://www.zdnet.com/article/microsoft-russian-state-hackers-are-using-iot-devices-to-breach-enterprise-networks/
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M I R AI
# N E V E R F O R G E T

DDoS attack on Dyn

October 2016

Attack on DNS provider resulted in downtime of high -profile 
websites, including GitHub, Netflix, Reddit, Twitter, PayPal, AWS.

1TB per second DDoS

600K

R O U T E R S

C A M E R A S  /  D V R

U N K N O W N  /  O T H E R

37%

57%

6%
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